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$ whoami FUjiTsu

B In-House Embedded Linux Distributor
of Fujitsu

B Our Distribution includes LTSI Kernel
and is built with Yocto Project

B Our Distribution iIs used for

W Server System Controller, Storage System, Network Equipment, Printer
etc.
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LTSI-4.1 OVERVIEW
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LTSI-4.1 Released FUjITSU

4.1 1)

New LTSI Kernelis NOW Available

-~

http://Itsi.linuxfoundation.org/
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Major changes of LTSI-4.1 FUJiTSU

B ARM

W Altera
» Support for ArrialO platform
» socfpga: fix build error due to secondary_startup

B Renesas
* Backported Renesas SoCs and Drivers from v4.2, v4.3-rc6

B NIOS
W Altera
* Support MAX10 platform
M Drivers
W Altera: Support for FPGA manager framework, PCle driver
W Toshiba: Support for Toshiba BENAND

¥ Freelance: Support for ROHM BU21023/24 Dual touch resistive
touchscreens
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Development schedule FUJITSU

kernel 4.1 release 2015.6.21
LTSI-4.1 merge window open 2015.8.19
LTSI-4.1.13-rcl 2015.11.28
(=merge window close)

LTSI-4.1.15-rc2 2016.1.13

LTSI-4.1.17 release 2016.2.2
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Reported Test Results

4.1.13-Itsi-rcl

4.1.15-Itsi-rc2

4.1.17-ltsi

Build/Boot

Build/Boot

Drivers

Drivers

Kselftest

LTP
IPv6

LTP
IPv6

IPv6

ARM: socfpga: fix build error due to secondary_startup

Build and Boot Test for r8a7740/armadillo and
r8a7791/koelsch Boards

kernel panic if writting data to mmc after suspendding

THERMAL:Incorrect measured temperature value after
unbind/bind

Report test results of the Kselftest

Summary of 4.1.13-Itsi-rc1 test by LTP-20150903

Summary of 4.1.13-ltsi-rc1 test by IPv6 Ready Logo Core
Conformance Test

Summary of 4.1.15-Itsi-rc2 test by LTP-20150903
Summary of 4.1.15-Itsi-rc2 test by IPv6 Ready Logo Core
Conformance Test

Summary of 4.1.17-Itsi test by IPv6 Ready Logo Core
Conformance Test

[0®)
FUJITSU

Altera

linux-m68k
JINSO
JINSO
Linux
Foundation
Fujitsu

Fujitsu

Fujitsu

Fujitsu

Fujitsu
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MY EFFORT OF LTSI-4.1
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Validation of LTSI-4.1 FUJITSU

m o B ey
BLTSHLDTIL—RFDNENWZEFHERETHE (LTSIOR) S —)
BH—RILDEREEICKEEEENEVNEET HIE

B LTP (Linux Test Project)®*l
W LTP-20150903 syscalls (included 1072 testcases)
B |Pv6 Ready Logo(? Conformance Test

W Core (Host)
W |Psec (End-node)

(*1) https://linux—test—project.github.io/
(*2) https://www.ipvbready.org/
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Environment of Evaluation by LTP FUJITSU

B Hardware
CPU
x86 x86(64bit) Intel Core i3 2100 DH67CF
x86(32bit)
PowerPC e500v2 Freescale QorlQ P1020 P1020RDB
ARM armv7 ALTERA Cyclone V SoC (Cortex-A9) Helio
W Software

Linux kernel v4.1.15-Itsi-rc2
Userland Yocto 2.0, glibc 2.22
Toolchain gcc 5.2, binutils 2.25.1
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Reported Test result to LTSI Community FUJITSU

B 4.1.13-Itsi-rc1h¥4.1.13h DT L—F NG NZ EF DN EHFH

[LTSI-dev] Summary of 4.1.13-ltsi-rc1 test by LTP-20150903 - Mozilla Thunderbird

BBE v ([ SFevr MrrLgE O 97 =
o EE BYAMIERE ~ = ink| | & F—h 17 || & EBIT—7%5F1H5 | © Bk || TDMh~
Z=H A Yuki Machida
{4 [LTSI-dev] Summary of 4.1.13-ltsi-rc1 test by LTP-20150503 20155128188 15:54
585t ltsi-dev@lists.linuxfoundation.org

Hello

I tested 4.1.13-1tsi-rc1 by LTP-20150903.
As a result, I confirmed that 4.1.13-ltsi-rcl is Not degraded from 4.1.13.

B 4.1.15-Itsi-rc2h%4.1. 156 DT 5 L—RF TGN EE2 DN FFH

[LTSI-dev] Summary of 4.1.15-lksi-rc2 test by LTP-20150903 - Mozilla Thunderbird

e v [frm SFevr @MrrLzie o7~ =

& EE| BUYAMIERE |~ = X | & P—Hh17 || @ XBY—0%5{F113 | © HIER| | TOfMh~
#=H A Yuki Machida
T4 [LTSI-dev] Summary of 4.1.15-ltsi-rc2 test by LTP-20150903 2016501 818H 18:35

55T ltsi-dev@lists.linuxFoundation.org

Hi, all.,

[ tested 4.1.15-Ltsi-rc2 by LTP-20150903.
As a result, I confirmed that 4.1.15-ltsi-rc2 is Not degraded from 4.1,15,
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Result of LTP-20150903 FUjITSU

B Classification of FAIL

x86 (64bit) | x86 (32bit) e500v2

getrusage03
mmapl6

msgcti10
readahead02
perf_event _open0O1

futex_wake04

PASS
PASS
PASS
PASS
PASS
PASS

PASS
PASS
PASS
PASS
PASS
PASS

PASS PASS
FAIL PASS
FAIL PASS
PASS PASS
Not Supported Not Supported
PASS Not Supported
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Achievements of LTP (Linux Test Project)  rujitsu

W 4.1.13-ltsi-rc1&4.1.15-Itsi-rc2 TLTSH ST L—RK A2 &4
B iF A

B4.117-tsiDTAMEREREL. BRELETE
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Environment of Evaluation by IPv6 Ready Logo Confomance Test FUﬁTSU

B Kernel Version :v4.1.17-Itsi
B Test Specification :4.0.6
B Tool Version 'REL 3 3 2

M Test Program Version : V6LC_5 0 0, V6PC P2 IPsec_1 11 1
B Target Device . Intel D510MO (Atom)
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Reported Test result to LTSI Community

B 4.1.13-ltsi-rc1&4.1.15-Itsi-re2 LTSS T4 L —

o)
FUJITSU

Pb\féb\utg Eﬁ/ﬁ

[LTSI-dev] Summary of 4.1.13-ltsi-rc1 test by IPv6 Ready Logo Core (i @ [LTSI-dev] Summary of 4.1.15-Itsi-rc2 test by IPv6 Ready
D57~

Y28
& F—h47

A EFevh [ PRLRIE

4 EE | B UAMIERS | ~ = #nit

Z=H A Yuki Machida
{4 [LTSI-dev] Summary of 4.1.13-ltsi-rc1 test by IPv6 Ready Logo Core

Conformance Test

5255 ltsi-dev@lists.linuxfoundation.org

Hello

G HET—

L2z v ([ EFevt @PRLRIE

= || & F—Hh47

% EE || B UAMIERE|~

= H A Yuki Machida
{4 [LTSI-dev] Summary of 4.1.15-ltsi-rc2 teskt by IPv6 Ready Lo
Conformance Test

525% ltsi-dev@lists.linuxfoundation.org

Hello
I tested 4.1.15-1tsi-rc2 by IPv6 Ready Logo Core Confarmance Test.

As a resul}..l confirmed that 4.1.15-1ltsi-rc2 is Not degraded from 4.1.15

Pb\ﬁb\_&’& N A 7 A

m 4117- ItS|’CLTS75\b0) TIL—
. YA =

B 2E v ([ SFesr @BFFLRIE
ANMSIEE | v (= X | & T—hAT || @ EET—OERTS || © HIER | | TOf~
Z= A Yuki Machida

{4 [LTSI-dev] Summary of 4.1.17-ltsi test by IPv6
Ready Logo Core Conformance Test

I tested 4.1.13-1tsi-rc1 by IPv6 Ready Logo Core Conformance Test
As a result, I confirmed that 4.1.13-1tsi-rc1 is Not degraded from 4.1.13

20165025 24H 16:51

535 ltsi-dev@lists.linuxfoundation.org

Hello | |

I tested 4.1.17-1tsi by IPvE Ready Logo Core Conformance Test
As a result, T confirmed that 4.1.17-1tsi is Not degraded from 4.1.17

53
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Results of IPv6 Ready Logo Conformance Test  rufitsu
B Core (Host)

B Some Test cases are Failed in 4.1.17-ltsi

_-

Section 1
Section 2
Section 3
Section 4

Section 5

RFC 2460
RFC 4861
RFC 4862
RFC 1981
RFC 4443

IPv6 Specification
Neighbor Discovery for IPv6

IPv6 Stateless Address Autoconfiguration
Path MTU Discovery for IPv6

ICMPV6

H |Psec (End-node)

Summary Total Pass Fail
_----

End-Node test: Architecture test

End-Node test: Authentication Algorithm test

End-Node test: Encryption Algorithm test

End-Node test: Authentication Algorithm test
End-Node test: Tunnel Mode test

(*1) Initialization: Reboot Target

(*2) Not yet supported

0 Lo
236 214 1 0
45 44 0 0
16 15 2 Lo
25 24 0 Lo

0 Den
3 2 0 iy
4 4 0 0
1 1 0 0
6 5 0 iy

16
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Section 20D /\Y DIEIE ~{&1

B EIE/N\NYTFDHEE

CINYTFHETE~  rUjitsu

B linux.gitd AT ZEIZTAMEERL., 4.3-rclTIEIESN - &L

m git bisectZ#FIAL. 4.2£4.3-rc1AEDipv6EAED 7 Sy F 8555,
Section 2D BRBEEIE T 5/ \yFE=KYAAT

% git bisect start v4.3-rcl v4.2 --

net/ipv6

REE/NYFITLLTTHS

Date: Thu Jul 30 14:28:42 2015 +0800

definition.

commit 8013d1d7eafb0589ca766db6b74026f76b7f5ch4
Author: Hangbin Liu <liuhangbin@gmail.com>

net/ipv6: add sysctl option accept_ra_min_hop_limit
Commit 6fd99094de2b ("ipv6: Don't reduce hop limit for an interface")

disabled accept hop limit from RA if it is smaller than the current hop
limit for security stuff. But this behavior kind of break the RFC

17
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Section 2D 7\ O{EIE ~/\yFEFfgs~ FUjITSU
O CF#ELT%F‘IE/ \'wFZ%netdev (netdev@vager.kernel.org) [Z¥ReE

[PATCH stable v2 1/1] net/ipv6: add sysctl option accept_ra_min_hop_limit - Mozilla Thunderbird

ZBE v [[rm SFevr MrrELiE 97~ =

2= i A yuki Machidaiy | 9 BE || 2RIGEE | v = & || & P07 | 0 XEI—I=[{1135| @ HIfF | 2D~
{4 [PATCH stable v2 1/1] net/ipv6: add sysctl option accept_ra_min_hop_limit 2016502 B 03H 10:56
5855 netdev@vger.kernel.orgi?, YOSHIFUJI Hideaki'?, TARTERE (HE1#H)
Cc Yuki Machida ', Hangbin Liu, David 5. Miller

Please apply the following patch to vé4. 1, x.

By commit 6fd99094de2b ("ipv6: Don't reduce hop Limit for an interface”)
that have been added in the 4.0-rc7, it no longer comply with RFC4861.
This problem has been fixed in the commit 8013d1d7eafb

("net/ipv6: add sysctl option accept ra min_ hop Limit")

in 4.3-rcl, but 4.1.x is still.

[ Upstream 8013d1d7eafb0589¢ca766db6b74026f76b7f5chb4 ]
2

B 4119 E/NYFARYIAFENT-

% git show d07f3017baa86b3e44eff4ladle3b297604ac8fb
commit d07f3017baa86b3e44eff41ad41e3b297604ac8fb
Author: Hangbin Liu <liuhangbin@gmail.com>

Date: Thu Jul 30 14:28:42 2015 +0800

net/ipv6: add sysctl option accept_ra_min_hop_limit

[ Upstream commit 8013d1d7eafb0589ca766db6b74026f76b7f5ch4 |
(snip)
% git tag --contains=d07f3017baa86b3e44eff41a41e3b297604ac8fb
v4.1.19
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Results of IPv6 Ready Logo Conformance Test  rufitsu

B All Test cases of Section 2 are Passed in 4.1.19!
W Core (Host)

_-

Section 1 RFC 2460 IPv6 Specification 19y
Section2  RFC 4861 Neighbor Discovery for IPv6 236 214 0 0
Section 3 RFC 4862 IPv6 Stateless Address Autoconfiguration 45 44 0 0
Section4  RFC 1981 Path MTU Discovery for IPv6 16 15 2 1y
Section 5 RFC 4443 ICMPv6 25 24 0 1 sy

(*1) Initialization: Reboot Target

B But There are 2 Fails of Section 4in 4.1.19
¥ Not Fix Fails of Section 4 in v4.5-rc7 yet
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Achievements of IPv6 Ready Logo Conformance Test FUJITSU

m4.1.13-tsi-rcl. 4.1.15-ltsi-rc2. 4.1.17-ltsI T
LTSHSDT I L—FNGEWNWZ EENFHEHS
M Core (Host) OOTHEBDO-=-HIZIFZIEDIEENKHE

M Section 2DBIREDEBIE/ NV FHNLETHS
ALI9TEEFHDESH . LTSIH4AN Ty I T—rEnNIERENE T E

W Section ADBIEDIEE/NYFHALETHS. AEP
B |[Psec (End-node) D ES M RAE ST E-FERFH
B CoreNFIFTERE. MIFAIEETHD
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Fixing Security Issues FUJiTSU

B LinuxA—=2RJLIZEE9 HRE5E 4B ERANVDUMNSERFL .
LTS-4.1DEREZIEIET S
B4.1M')1)—X (201556 B) M oIZAAIN=495,0004 2 RIZAET S

B TS-4.1(25% 29 B Security IssuesD it F)E

Num of Vulnerabilities

1 CPEIZlinuxWNEFEN S rEZ #930044
2 LinuxA—=*)LICEZ 29 SRlEZHH 6814
3 A1TIEESN TV ORI EZ T 4114
4 4.1 17TTEEESN TG EEZH 134

(*1) National Vulnerability Database https://nvd.nist.gov/
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Known Security Issues of 4.1.17-ltsi FUJITSU

CVE ID

CVE-2013-7445 DRM (Direct Rendering Manager) |29 A7
CVE-2015-4004 OZWPANKS A /\ZE8 9 A ERE

CVE-2015-7513 Xx86MKVMIZEE3 B8

CVE-2015-7566 USB HandSpring Visor, Palm m50x, and Sony Clie driver| ZBE 9 4 [ %&
CVE-2015-7833 usbvisionk 541 7\ IZE8 9 BRI RE

CVE-2015-7872 FoRHEE (R 9 SR RE

CVE-2015-7885 Digi Neo and Classic PCI Products|ZRB83 5 [1zE
CVE-2015-8539 R REICRE 9 S ElRE

CVE-2015-8660 overlayfsIZB89 5 =8

CVE-2015-8709 ptracelZB89 S RHRE

CVE-2015-8785 fuselZRH9 4 E=E

CVE-2015-8787 netfilter(ZBE9 58

CVE-2016-0723 tty[CR8 9 4G
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Fixed 2 Security Issues FUJiTSU

B CVE-2015-7799: SLIP (Serial Line Internet Protocol) (ZB89 %
el %8
B NVDIZERHEINBE/NNYFELTS-4.1~NT—2F B ES5netdevA k8L T-
* https://web.nvd.nist.gov/view/vuln/detail?vulnld=CVE-2015-7799
B 4.117TIEERH

B CVE-2015-7884: Vivid (Virtual Video Test Driver) (ZE§9 5 [fzE

BNVDIZERHEIN-EBE/NYFELTS-4.1ANT—2F B & S5stable~{k#ELT-
* https://web.nvd.nist.gov/view/vuln/detail?vulnld=CVE-2015-7884

WA4.1.17TIEIEEERHM
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https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2015-7884
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2015-7884
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2015-7884
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2015-7884
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2015-7884
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2015-7884
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2015-7884

Other information about Security Issues FUjiTSU

B Not fixed security issues in 4.1.17, But Fixed in 4.1.19

W CVE-2015-7566: USB HandSpring Visor, Palm m50x, and Sony Clie
driverlZRB89 5 RizE

B CVE-2016-0723: ttyl B89 B8

B Not to fix security issues (Don’t recommend that you use these
features)

B CVE-2013-7445: DRM (Direct Rendering Manager) (ZBH9 5[ 7E
B CVE-2015-4004: OZWPANKS A /\ZE8 9 578
B CVE-2015-7885: Digi Neo and Classic PCI Products|ZEd9 5 [EizE
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Achievements of Security Issues FUJiTSU

HA4.1.17-tsilF13ED LA FAHADEX) T(HREIZEZUT S
m2HIF4.1.19TEBEESNT - LTSIM4.10T7 Vv T T—rEF IR ENEZFE
H3EIFEEFRETHD

BA4117TT2HEDEX 1 TARBEEIEE FH

B 4.1.17-ltsi®OKnown Security Issuesz 2B ¥ &
BT BT HRELTEETTE

25 Copyright 2016 FUJITSU COMPUTER TECHNOLOGIES LIMITED



[0®)
FUJITSU

PROPOSAL ABOUT LTSI
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Mainline already fixed, But LTS doesn'’t fix yet FUJITSU

BLTSI-4.10FELZDEEFHOEHEE TLTSHASLTSINT S L—RILEH
>7-

B Mainline CIEEIEESNT=-/\T HBLTSTIELESN TV EWZEAH S
BLTSIHZIEST, MainlineDEIEZXRYAL CEMNRETH S

Major Maintenance Num of Released Maintanance Period
Release Update (not include rcX) (since LTSI released)

LTSI-4.1 4.1.17-ltsi 1 month
LTSI-3.14 3.14.28-ltsi 1 13 months
LTSI-3.10 3.10.61-ltsi 2 24 months
3.10.31-ltsi
LTSI-3.4 3.4.91-Itsi 4 35 months
3.4.81-ltsi
3.4.46-Itsi
3.4.25-Itsi
LTSI-3.0 3.0.101-Itsi 3 16 months (EOL)
3.0.79-ltsi
3.0.38-ltsi

https://Itsi.linuxfoundation.org/downloads/releases
http://git.linuxfoundation.org/?p=Itsi—kernel.git:a=tags
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http://git.linuxfoundation.org/?p=ltsi-kernel.git;a=tags
http://git.linuxfoundation.org/?p=ltsi-kernel.git;a=tags
http://git.linuxfoundation.org/?p=ltsi-kernel.git;a=tags
http://git.linuxfoundation.org/?p=ltsi-kernel.git;a=tags
http://git.linuxfoundation.org/?p=ltsi-kernel.git;a=tags
http://git.linuxfoundation.org/?p=ltsi-kernel.git;a=tags
http://git.linuxfoundation.org/?p=ltsi-kernel.git;a=tags

Let’'s Contribute to the LTSI FUjiTSU

B For User
B LTSIOTAMERZItsi-devDMLODTHEBLFELELS
WLTSIDAVTFUR))—ZADERZEERLELLD
B For Developer
B LTSITHRL-Upstream®D % Upstream|[ZHRELFEL LD
® BEIZMainline TIEIESN TWWASRIREZLTSICIRY AT T AZRETLEL LD
B For Leader and Maintainer
BLTSIZEHMIZ)) —RATELEHAZRETLELLD

(*1) Itsi-dev@lists.linuxfoundation.org
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Development Process FUJITSU

Ker.ne.l . .

Mainline BugFixe f
Linux-Next
y | Long-Term 1
ernel.org Stable Tree _o o o O-

Greg K-H
( J ) Staging Tree /

/ Feature Back-portin g Upstream SHP,DDH/

- -O0—O0—0-0-
—.—.—.—.-—— Industry Staging Tree

CE WG LTS In/Eiustry Tree \_/ 4

‘[ LTSI Staging Tree r

Ind I.IS'l'ry Features BugFixes Products Features BugFixes

https://Itsi.linuxfoundation.org/what—is—lItsi
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