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I AOSP Diagnostics Overview

The latest in performance monitoring
and debugging logs to understand
your AOSP device and fix problems




Overview

Diagnostic Tools Observing Your Fleet




I Logs for AOSP Developers

Logcat = Circular buffers of AOSP app logs

®  main, system, crash, radio, event

e Logcat V2 — new updates in Dolphin!

Kmesg/dmesg = Kernel/driver logs (/proc/kmesg)

Great for capturing message from reboot

Helpful Resources

Android Debugging Core Topics
Android Studio Logcat User Guide
Android Log Analysis by pCloudy
Logcat V2 features from googleblog
Logcat V2 detail overview (YouTube)
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Logcat:  Logcat +
T, Pixel 3 API 31 new (emulator-5554) Android 12, API 31 v Y- Pre ntrol + Space t " Pixel 3 API 31 new (emulator-5554) Android 12, API 31 Y- package:mine
06:17:53.635 W Failed to open /sys/fs/cgroup/./frozen/cgroup.procs: No such | §  2022-02-07 ©3:45:30.173 11716-11716 MainActivity
06:17:53.635 W Failed to apply Frozen process profile: No such file or direc| s 2022-02-07 03:45:30.173 11716-11716 MainActivity
06:17:53.635 D froze 2446 com.google.android.gms.unstable 4 2022-02-87 03:45:30.173 11716-11716 MainActivity
06:18:00.031 D app_time_stats: avg=59998.36ms min=59998.36ms max=59998.36ms n 2022-02-07 03:45:30.173 11716-11716 MainActivity
06:19:00.029 D app_time_stats: avg=59997.99ms min=59997.99ms max=59997.99ms 5 2022-02-07 03:45:30.173 117  Fold Lines Like This y
06:19:16.035 B Failed to getEnergyData 2022-02-07 03:45:30.173 117 AT y
06:19:25.939 W Failed to open /sys/fs/cgroup/./frozen/cgroup.procs: No such | = 2022-02-87 03:45:30.181 117 g Split Down
06:19:25.939 W Failed to apply Frozen process profile: No such file or direc| @ 2022-02-07 03:45:31.663 117 Close
06:19:25.939 D froze 1399 com.google.process.gservices m 2022-02-87 03:45:31.663 117 § clear Logeat
06:19:30.681 I QAW service is unavailable, recreating the wallet client. 2022-02-07 03:45:31.663 11716=11728 System
06:19:30.687 D Subscribing callback, service count: 0 2022-02-07 03:45:31.663 11716-11728 System

com.pms.wordup ‘Ef



https://developer.android.com/studio/command-line/logcat
https://developer.android.com/studio/preview/features#updates_to_logcat
https://source.android.com/docs/core/tests/debug
https://developer.android.com/studio/debug/am-logcat
https://www.pcloudy.com/android-logs-analysis/
https://androidstudio.googleblog.com/2022/03/android-studio-dolphin-canary-6-now.html
https://www.youtube.com/watch?v=AY4y0pr-O_c

Debug Tools (log capture and analysis)

v bugreport-NPF26K-2017-03-08-10-57-27 o ADB - Android Debug Bridge

version.txt
systrace.txt J Connect your host to device, get logs from logcat
. ?:'n‘entry't"t e  Bug Reports - Snapshot of logs for troubleshooting
> [ proc J Dumpsys — System services
v
gein e  Dumpstate — Error logs
> tombstones
v [ cache J Logcat — System messages
> recovery

o DropBoxManager — More targeted reports

bugreport-NPF26K-2017-03-08-10-57-27.txt
o Data specifically from apps that crash

Table of contents Header

== dumpstate: 2019-11-24 15:34:17

MY _TS542. Sw _V03_20191106

Build.
Build fingerpri: * Wi cromax/TS542/T5542: 9/PKQ1. 190601. 001125 user/release-keys’
oo ° elptul Resources
Radio: JO.3. 2 00209 -SDM439_GENNS_PACK-1
Spam top list Network: Jio
Log level distribution Kernel Lln\lx version 4.9, 112-perf (_,k @ ) (ge n 4.9.x 20150123 (prerelease) (GCC)) #1 SMP PREEMPT Wed Nov 6 14:32:05 CST 2019
B Kemnel log Comr i ble. hmp-l ylﬂSMO 115200 nB androidboo sole= yMSMO androidboot. hardware=qcor rtb. filter=0x237 ehci-hed
= Al ays, our's, . . L
: ° Android Debugaing Core Topics
D a 3669 dry_run=0 args=/system/bin/dunpstate -d -p -B -z —o /datafuser_de/0/com. android. shell/files/bugreports/bugreport L
ata: com. sonyerics:

chikbugreport. plugins. stacktrace. StackTraceFlugin

Rt o a5 sz e  Android Studio Bug Report User Guide
J Android Bug Report Videos (YouTube)
J A helpful viewer: ChkBugReport

134)
[077 E ActivityThread] (10032)


https://developer.android.com/studio/command-line/adb
https://developer.android.com/reference/android/os/DropBoxManager
https://source.android.com/docs/core/tests/debug
https://developer.android.com/studio/debug/bug-report
https://youtu.be/BDCGAEmocOE
https://github.com/sonyxperiadev/ChkBugReport/wiki

(N N ] Ibuild-perf — LOG — Inav « Inav ..[Inav/docs/tutorials/playground/logs — 114x45

2022-09-01T14:09:34 PDT

LOG |)2022-01-13T10:24:08.000)access_log)access_log.gz[2,473])192.0.2.122

19202 2% [13/Jan/2022:10:24:08 +0000] " /index.html HTTP/1.0" 200 7149 "-" "
192°0:2: HTTP/1.0 —" "Roku4640X/DVP-7.70 (

192. t HTTP/1.0 =

$24:43 frontend3 serverl[ 1: Received packet from 192.0.2.42
124:45 frontend3 worker[61457]: Successfully started helper

$24:46 frontend3 server[124 Received packet from 192.0.2.122
$243 frontend3 server[121 Received packet from 192.0.2.44

124:49 frontend3 server[124]: Received packet from 192.0.2.42

Fea‘ture riCh Iog naviga‘tor .0.2.42 - [13/Jan/2022:10:27:31 +0000] " consectetur/elit/consectetur/sed/elit HTTP

.42 - - [13/Jan/2022:10:27:33 +0000] HTTP/1.0" 200 1140 "-" "Roku4640X/DVP-7.70
. . .0.2.42 - [13/Jan/2022:10:27:34 +0000] " dolor/sed/Lorem HTTP/1.0" 200 5703 "http:/

SQL query Ianguage bU||t IN .0.2.122 - - [13/Jan/2022:10:27:35 +000@] " HTTP/1.1" 200 1669 "-"
.0.2.122 - [13/Jan/2022:10:27:36 +0000] " amet/eiusmod/magna/ipsum/amet HTTP/1.0" 2

13 10:28:09 frontend3 serverl[ 1: Successfully started helper

HIStogram VIeW 13 10:28:10 frontend3 server[121 Received packet from 192.0.2.42

13 10:28:11 frontend3 server[124 Received packet from 192.0.2.42

3 3 = 13 10:28:13 frontend3 [122]: Handling r t 336d2eec—6c24-4d4b-9517-0a408d19ab4d
MUIU'IOQ |nterp0|at|on bob@ei;;piz.co;erver o e HTTP/l?l y - “Apache-HttpCli

.0.2.55 - [13/Jan/2022:10:35:16 +0000] "PUT dolore/labore/sed HTTP/1.8" 200 2035 "http

O Merge Iogcat and kernel IOgS e HTTEQ%}gt/ut/dolore/[orem HTTP/1.0

:35:52 frontend3 worker[61457]: Handling request b8cf7d43-da8c-465f-bc34-61f6dcdbebbe

Suppor‘ts Cus‘tom |Og formats :35:53 frontend3 serverl Received packet from 192.0.2.44

:35:55 frontend3 server[ Received packet from 192.0.2.122
:35:56 frontend3 worker[61457]: Reading from device: /dev/hda

Syntax h|gh||ght|ng :35:58 frontend3 server[123]: Handling request 336d2eec-6c24-4d4b-9517-0a408d19absd

:35:59 frontend3 worker[61456]: Handling request b8cf7d43-da8c-465f-bc34-61fédcdbObbe

H H H £0.2.122 - sed/adipiscing/dolor/labore/magna/ipsum/do/elit HTTP/1.1
Custom regex hlghllghtlng .0.2.42 - bobRexample.com [13/Jan/2022:10:48:39 +6630:]L:'E i in a ~1aTatd 'a 1 U " oo LT TD
. .0.2.42 — bobRexample.com [13/Jan/2022:10:48:40 +0000] " edusmociie ® PRETTY — Inav — 114x35
Pretty-print structured data ook IO [~ o

2122 - elit/ipsum/elit/sed/
- - [13/Jan/2022:10:48:46 +0000] " /index.html HTTP/1.0"
:49:18 frontend3 serverl[ 1: Received packet from 192.0.2.4
$49:19 frontend3 server[124 Received packet from 192.0.2.42%
:49:21 fronte server[124 Received packet from 192.0.2.42%

Helpful Resources :49:22 frontend3 server[ Handling request b8cf7d43-da8c

2015-03-12123 52,071:DEBUG: com, root : Process =29892,
2015-03-12723:16:52.071:INFO: com, root :Response :

<?xml = >

<response>
<locale>en-US</locale>
<requestid>ipInfo</requestid>

<value ids= > (unknown)</value>
<value />
<value > </value>
<value > </value>
® Press e/E to <value >micl</value>
<value >
<value - > (unknown)</value>
<value > </value>
o <value >22</value>

<value >dhcp</value>
<value > (unknown)</value>
<value >nicl</value>
</value>
<value ids=
<value - >fe80: :214:f609:19f7:6bf1 (unknown)</value>
<value > </value>
<value >nicl</value>
<value </value>
<value > </value>
<value >
<value >other</value>
<value >preferred</value>
<value >64</value>
<value >fe80: :250:56ff : feaa:Sabf (unknown)</value>
?:View Help
Press e/E to move forward/backward through error messages



https://lnav.org/features
https://github.com/phoenixuprising/lnav-android-scheme

Android Crash Data from the Logs and Tools

Tombstones - More detail than logcat from crash dump

/data/tombstones/<file>

Stack traces of all processes, memory map, open
files

ANRs — Application Not Responding (5 seconds)

Kernel Oops — Serious, possibly fatal kernel errors

Found in logcat
WTFs - an assert triggered by logcat
Java exceptions
SELinux policy violations

In audit.d logs

Helpful Resources
Debugging Native Crashes in Android Apps

running
-

[crashing * ‘) h}
XCras



https://source.android.com/docs/core/tests/debug
https://developer.android.com/topic/performance/vitals/anr
https://en.wikipedia.org/wiki/Linux_kernel_oops
https://android.stackexchange.com/questions/66842/what-is-a-wtf-condition
https://proandroiddev.com/debugging-native-crashes-in-android-apps-2b86fd7113d8

I Batterystats & Battery Historian

Batterystats — collects battery data on device
Which processes are drawing current?
When are they doing it?

Adb can get logs

Battery Historian — a viewer for Batterystats

Can consume a bug report (logs are in it)
Can show System Stats and App Stats

Helpful Resources
Battery Historian GitHub
Battery Historian Video (YouTube)
Deeper Dive on Battery Historian (YouTube)

Kemel only uptime
Userspace wakelock
Screen

Top app

Activity Manager Proc
JobScheduler
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Temp White List

Network connectivity
Mobile network type
Mobile radio active
Mobile signal strength
Wifi full lock

Wifi scan
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r
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https://developer.android.com/topic/performance/power/setup-battery-historian
https://developer.android.com/topic/performance/power/setup-battery-historian
https://github.com/google/battery-historian
https://www.youtube.com/watch?v=dZL2LDAg5cs
https://www.youtube.com/watch?v=i3pw5aCAvOc

Performance Tracing & Monitoring

=,

Perfetto ' Record traces Visualize traces
o Full system tracing framework and n tracin me tracin |
. » Perfetto Ul
analysis tools.
. Linux ftrace
o Capture high frequency ftrace data: Ghrome-specit Ropspecitc
. . . . . Iproc pollers ata-sources ata-sources . im r
scheduling activity, task switching — S et
Heap profilers
latency, CPU frequency and much more Data cources T
. L e ak C an ary Linux/Android TRACE_EVENT(... SQBL:eL:i;yng‘geine
o A memory leak detection library for e Lo St s
Android. Tracing G++ Library i rendiinieg
o) Bu”t In heap analyzer Android / Linux / MacOS / Windows

o Allows for uploading heap analysis to third
party services

e Helpful Resources


https://github.com/google/perfetto
https://perfetto.dev/docs/
https://square.github.io/leakcanary/

What is a common problem with the existing
tools and information?
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Applying DevOps Thinking

Deploy (OTA)

Development Process Fleet Management 2 Glsmrs s i



I Inside Bort, the Memfault AOSP SDK
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Mar 11, 2022 9:37 AM

Cohort

Traces  Attributes

All sessions

Traces
Received Data (

Reboots

Battery Coulomb

Battery Level

Battery Plugged

Battery Usage @

Cpu Running

Doze

wifi Radio

Wifi Running

Wifi Scan

wif Signal Strength

wifi Supplicant

Custom Events @

audio_on_ratio

Nickname

Software Version

Last Seen
5 hours ago

Notes

Bug reports in the last 14 days
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I Live Demo



Learn more about AOSP Tools and Memfault

Speaker
. Ryan Case
Monlt?r Emb.edded Director of Engineering,
Android Devices Memfault
Link to Webinar

Speaker

Heiko Behrens
Head of Product, Memfault

Devices at Scale with
Memfault AOSP SDK
v4.0

Recorded: Thursday, March 24, 2022

Link to Webinar



https://go.memfault.com/webinar-managing-android-os-devices-at-scale-with-memfault-aosp-sdk-v4.0
https://go.memfault.com/how-to-monitor-debug-update-your-android-os-devices-webinar

The AOSP and
AAOS Meetup

Led by Chris Simmonds

Based out of the UK

Remote Friendly

Talks all about AOSP and AAOS!



https://www.meetup.com/the-aosp-and-aaos-meetup/
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http://memfault.com/Android
http://twitter.com/memfault
http://linkedin.com/company/memfault

