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Disclaimer

Linux® is the registered trademark of Linus Torvalds in the U.S. and other
countries.

Wi-Fi®, the Wi-Fi logo, the Wi-Fi CERTIFIED logo, Wi-Fi Protected Access®
(WPA), WiGig®, the Wi-Fi Protected Setup logo, Wi-Fi Direct®, Wi-Fi
Alliance®, WMM®, Miracast®, and Wi-Fi CERTIFIED Passpoint® are
registerecf trademarks of Wi-Fi Alliance.

Wi-Fi CERTIFIED™, Wi-Fi Protected Setup™, Wi-Fi Multimedia™, WPA2™,
Passpoint™, Wi-Fi CERTIFIED Miracast™, Wi-Fi ZONE™, the Wi-Fi ZONE
logo, Wi-Fi Aware™, Wi-Fi CERTIFIED HaLow™, Wi-Fi HaLow™, Wi-Fi
CERTIFIED WiGig™, Wi-Fi CERTIFIED Vantage™, Wi-Fi Vantage™, Wi-Fi
CERTIFIED TimeSync™, Wi-Fi TimeSync™, Wi-Fi CERTIFIED Location™,
and the Wi-Fi Alliance logo are trademarks of Wi-Fi Alliance.

Other trademarks and trade names are those of their respective owners.
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Wi-Fi on Linux still sucks
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Centralized known networks database
Personal and enterprise network provisioning
Optimized scanning

Roaming and fast transitions

Radio resource management

Automatic WPA3 and OWE support
Integrated EAP engine

Hotspot 2.0 support

Simple Configuration and Protected Setup
Address randomization for privacy

Access Point mode for Personal Hotspot
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Improving provisioning
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https://www.eva.mpg.de/service/it/network-for-guests/wlan-eduroam.html
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# TLS
[Security]
EAP-Method=TLS

EAP-TLS-ClientCert=/certs/client-cert.pem
EAP-TLS-ClientKey=/certs/client-key.pem

EAP-TLS-CACert=/certs/ca-cert.pem
EAP-TLS-ServerDomainMask=*.domain.com

# TTLS + PAP

[Security]

EAP-Method=TTLS
EAP-Identity=open@identity.com
EAP-TTLS-CACert=/certs/ca-cert.pem
EAP-TTLS-Phase2-Method=Tunneled-PAP
EAP-TTLS-Phase2-Identity=username
EAP-TTLS-Phase2-Password=password
EAP-TTLS-ServerDomainMask=*.domain.com

# PWD

[Security]

EAP-Method=PWD
EAP-Identity=user@domain.com
EAP-Password=secretl23

# PSK
[Security]
Passphrase=secretl23
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# TLS with embedded certificates
[Security]

EAP-Method=TLS
EAP-TLS-ClientCert=embed:client cert
EAP-TLS-ClientKey=embed:client key
EAP-TLS-CACert=embed:ca_ cert
EAP-TLS-ServerDomainMask=*.domain.com

[@pem@ca cert]

————— BEGIN CERTIFICATE ----—-
MIIEajCCA1lKgAwIBAgIUWB7MPgcDDAF7TDEPD5bdizrXRSUWDQYJKoZ IhveNAQEL
BOAweDE1MDMGA1UECgwsSW50ZXJuYXRpb25hbCBVbmlvbiBvZiBFeGFtcGx1IE9y
PggZ4vLt1FLiG8ktfL/DMbToKaISFV+Z4grKjrNY

————— END CERTIFICATE -----

[@pem@client cert]

————— BEGIN CERTIFICATE ----—-
MIIEUzCCAzZugAwIBAgIUM2iku6AR8PCNUP30eU7nbOASuUXowDQYJKoZIhvcNAQEL
BOAweDE1MDMGA1UECgwsSW50ZXJuYXRpb25hbCBVbmlvbiBvZiBFeGFtcGx1IE9y
OKuwj5fqiA==

————— END CERTIFICATE -----

[@pem@client key]

MIIEVQIBADANBgkqhkiG9w0OBAQEFAASCBKcwggSjAgEAAOIBAQDRiIA4WNWSE92gOE
iTExSsBYfMQOCNJIzyyIwnfJIJxFoCgAp31lBrvieiC1lRTNWXEyNOgbJg5MwH+hdHz32t

x5suh0ta8S/wE+jCh3QfxFo=
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man iwd.network.5
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Linux WIi-Fi provisioning
needs a standard
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A red herring!
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Integrated DHCP v4 client
Integrated network configuration
IPv6 routing and DNS configuration

Support for systemd-resolved and resolvconf

Experimental and work in progress
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man i1wd.config.5
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Goal is a complete connection in 100ms or less

Fully integrated setup

Scanning ~100ms
Connecting ~100ms
DHCP 50-100ms

Without PAE over nI80211 it is 4x slower
Address randomization adds another 300ms to it

Android folks reported 3 seconds penalty
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iwd can not work miracles
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nl80211 needs optimizations
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iwd 1.0 is the latest

~40k SLOC
~2500 commits
28 contributors

Please test and report bugs
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