
Threat Modelling -
Key Methodologies and Applications 

from OSS CIP (Civil Infrastructure 
Platform) Perspective

Dinesh Kumar
Project Manager, Toshiba Software India

SZ Lin (林上智)
TSC Representative, Moxa Inc.



•
•
•

• 林上智

•
•
•

•

mailto:Dinesh.Kumar@TOSHIBA-TSIP.COM
mailto:sz.lin@moxa.com


https://www.airpano.com/360Degree-VirtualTour.php?3D=San-Francisco-USA



•

•

•





CIP Core packages
(tens)

CIP kernel
(10+ years maintenance, based on LTS kernels)

additional
packages
(hundreds)

company-specific middleware and applications

Establishes an “Open Source Base Layer (OSBL)”



U
se

r 
sp

ac
e 

K
e
rn

e
l 
sp

ac
e 

Linux Kernel 

App container 
infrastructure (mid-term)  

App Framework  
(optionally, mid-term)  

Middleware/Libraries 

Safe & Secure
Update 

Monitoring 

Domain Specific communication
(e.g. OPC UA) 

Shared config.  
& logging  

Real-time support 
Real-time /  

safe virtualization 

Tools  Concepts 

Build environment
(e.g. bitbake, dpkg)  

Test automation 

Tracing & reporting  
tools 

Configuration
management 

Device management 
(update, download)

Functional safety 
architecture/strategy,  
including compliance  
w/ standards  (e.g., NERC CIP, 
IEC61508)

Long-term support 
Strategy:  
security patch  
management

Standardization collaborative 
effort with others

License clearing

Export Control  
Classification  

On-device software stack 
Product development 

and maintenance 

Application life- 
cycle management 

Security 

Multimedia 

Super Long Term Supported Kernel (SLTS) 1

3

2

CIP Core Packages 4 41
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Asset

Vulnerability

Risk = Threat X Vulnerability X Consequence

Threat Vector Consequence
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src: https://pixabay.com/zh/illustrations/away-junction-direction-1020200/



The process of anticipating 

and then forecasting
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Model capability, intent, and 
targeting for adversarial threats. 

Find out the actions that the threat 
agent might conduct.

Threat actions

Model the actions which might 
conducted by threat actor. The 
common method is STRIDE 

model developed by Microsoft.

Threat activity

Model the activity which conducted 
by a series of threat actions to 
achieve desired outcome. The 
common method is attack tree.

Vulnerability viewpoint

Model the vulnerability within the asset 
which may existed in the organization. 

Typically, massive of technical 
information is essential as indicators
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https://www.tuvit.de/fileadmin/Content/TUV_IT/pdf/Downloads/WhitePaper/whitepaper-iec-62443.pdf
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https://www.tuvit.de/fileadmin/Content/TUV_IT/pdf/Downloads/WhitePaper/whitepaper-iec-62443.pdf
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-acl
-openssl(digital signature verification)
-Sha256, sha512

-auditd
-rsyslog

-openssl
-acl

-pam
-openssh
-acl

-acl
-security policies published via 
application rules 
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https://www.google.com/imgres?imgurl=x-raw-image%3A%2F%2F%2F92cd414b09fda690e716b99a01e336f21a79d03445b232c56622ecfb5b703a2d&imgrefurl=http%3A%2F%2Fwww.insticc.org%2FPrimoris%2FResources%2FPaperPdf.ashx%3FidPaper%3D78306&tbnid=kKb9CUtBzZLqfM&vet=12ahUKEwiD9b7o2bbsAhWKDysKHci4BoMQMygzegQIARAr..i&docid=DiuifetFsrb0pM&w=1370&h=632&q=examples%20of%20attack%20trees%20for%20IOT&ved=2ahUKEwiD9b7o2bbsAhWKDysKHci4BoMQMygzegQIARAr


Obtain CIP 
Repository 

Admin 
Privilege

Obtain 
repository 
owner’s 

password

Bribe the 
owner

Brute force 
attack

Steal 
repository 

owner’s SSH 
private key

Steal the 
laptop or 
keycard

Steal 
repository 

owner’s token

Capture screen



Tamper CIP 
Software

Replace the 
CIP official 

image

Hack into file 
server

Forge Debian 
binary 

package

Hack the 
binary 

package CDN 
server

Change APT 
source list

Steal Debian 
developer’s 
private key

Inject 
malicious code

Hack the 
upstream 
repository

Exploit known 
vulnerability

Fuzzing attack Pen-testing 
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https://www.cip-project.org/
https://wiki.linuxfoundation.org/civilinfrastructureplatform/start
https://www.cip-project.org/about/join
https://gitlab.com/cip-project/cip-core
https://gitlab.com/cip-project/cip-kernel/linux-cip
https://gitlab.com/cip-project/cip-documents
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https://github.com/michenriksen/drawio-threatmodeling
https://threatdragon.org/login
https://threatspec.org/
https://github.com/izar/pytm
https://docs.microsoft.com/en-gb/azure/security/develop/threat-modeling-tool
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https://osseu2020.sched.com/event/eCJT/upstream-first-is-our-principle-toward-super-long-term-support-masashi-kudo-cybertrust-japan-co-ltd-chris-paterson-renesas-electronics-europe?iframe=no&w=&sidebar=yes&bg=no
https://osseu2020.sched.com/event/eCJ5/threat-modelling-key-methodologies-and-applications-from-oss-cip-civil-infrastructure-platform-perspective-dinesh-kumar-toshiba-software-india-sz-lin-moxa-inc?iframe=no
https://events.linuxfoundation.org/embedded-linux-conference-europe/program/schedule/
https://events.linuxfoundation.org/embedded-linux-conference-europe/program/schedule/
https://osseu2020.sched.com/event/eCIq/the-international-effort-to-establish-open-source-base-layer-of-cyber-security-for-iacs-kento-yoshida-renesas-electronics-corporation
https://osseu2020.sched.com/event/eDiQ/cip-civil-infrastructure-platform-mini-summit?iframe=no






Question?



Thank you
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https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-39.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-39.pdf
https://www.youtube.com/watch?v=gDtS68DPm6Q

