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To establish a ñbase layerò 

of industrial-grade tooling 

using the Linux kernel and other 
open source projects
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open source base layer (OSBL)



Collaborative development with other OSS projects
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Scope of activities
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IEC 62443 certification
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Growing threats of cyber-attacks
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Information Systems
ṕe.g. file server)

Operation Systems
ṕe.g. accounting system)

Attacks for Falsify or Exploit
Attacks for Destroy or 

Operation stop

Control Systems
ṕe.g. PLC, smart meterṖ

Targets have been changed to control systems



New shape of industry
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Be standard, be open

for cyber security in industry 4.0

Features:

ÁEvolving continuously without perfection

ÁRealize new functionsby connecting

ÁGeographically distributed



Advances in cyber security
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The EU Cybersecurity Act was 
published on June 7, 2019.
A new Era dawns on ENISA

Framework for Improving Critical
Infrastructure Cybersecurity 
version 1.1, issued April 16, 2018

IoT Security Guideline,
issued July 2016

Baseline for Classified
Protection of Cybersecurity,
GB/T 22239-2019, effective
on December 1, 2019


