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The key challenges

* Apply loT concepts to
industrial systems.

* Ensure quality and
longevity of products.

* Keep millions of
connected systems secure.

+ Reliability
« Functional Safety
+ Real-time capabilities

* Product life-cycles
of decades

* Backwards compatibility §
« Standards |

« Security & vunerability
managment

« Firmware updates
* Minimize risk of regressions |
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Industrial grade
Sustainability

company-specific middleware and applications

| oitonal

packages
@ (hundreds)

CIVIL CIP C k
INFRASTRUCTURE ore packages
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CIP kernel

(10+ years maintenance, based on LTS kernels)

open source base layeOSBL
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Collaborative development with other OSS projects |

Contribute, Collaborate and use by CIP

Upstream Q sﬁ (Odebian QAL s yocto. A @
Projects | mainline LTS ‘: Jailhouse
é)ll.'lm;l'x @ 87:““"!'“ EOGEMCFOUNDRY pﬂﬁ, hawkBit

o Upstream first ‘9 Use the upstream code
4 ‘ N
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‘9 Integrate
CIP Open Source Base Layer (OSBL)
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Scope of activities il

App container App Framework I ez
infrastructure (mid-term) (optionally, mid-term) _ P
R
Domai fi icati Shared config. L (e.g- bitbake, dpkg) architecture/strategy,
v omain SF:; g;g"uz;""' ron 2 Iug;'::g & Multimedia including compliance
E = y ] w) standards (e.g., NERC
i i i i Test automation CIF, IECR1508)
._ Middleware/Libraries E
3
-

Long-term support .
9 CIP Core Packages Tracing & reporting Stratgg\r: . g
. seCurity pat o

tools
management

Safe & Securs . | . i
Undate 6 Monitoring B Security i Configuration Standardization
. : management collaborative effort with

. : Real-time f athers
9 Real-time support safe virtualization Device management

[update, download)

Linux Kernel License clearing

Application life- Expost Control
o Super Long Term Supported Kernel (STLS) cycle management Cl:ssiﬁmﬁun

Product development
and maintenance

On-device software stack
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IEC 62443 certification
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Growing threats of cybeattacks il

Targets have been changed to control systems

Attacks for Destroy or
Operation stop
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New shape of industry

Connected

Be standard, be open World (c@ ........ @ .............. (@)
for cyber security in industry 4.0

Features: g
~ . . . . Smart .
,?Evolvmg continuouslyvithout perfection Pactory e~

ARealizenew functionsby connecting /i\

AGeographicallyistributed a_ﬁ
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Advances In cyber security il

The EU Cybersecurity Act was
published on June 7, 2019.

Framework for Improving Critical
Infrastructure Cybersecurity
version 1.1, issued April 16, 2018

A new Era dawns oENISA

Baseline for Classified
Protection of Cybersecurity,
GB/T 222322019, effective
on December 1, 2019

loT Security Guideline,
Issued July 2016
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