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@ Tracing overhead

Scope of measuring

Measuring with kernel driver

Kernel configuration

Ftrace infrastructure

Hist trigger and synthetic events
Histograms with eBPF

Kernel probes

Function and function graph plugins
trace printk

Summary of kernel tracing overhead
Userspace tracing

Measuring gpio latencies

Andreas Klinger

Il

3/ 69



Can we trust the measured time values?

irg_enter () {
tick_irqg enter () {

|
|
2.583 us | ktime_get () ;
1.750 us | nr_iowait_cpul();
5 | tick_do_update_jiffies64.part.0() {
1.458 us | calc_global_load();
| update_wall_time () {
| timekeeping_advance () {
| timekeeping_update () {
10 | update_vsyscall () {
1.833 us | flush_dcache_page () ;
5.917 us | }
1.709 us | raw_notifier call_chain();
+ 14.125 us | }
15+ 20.500 us | }
+ 24.208 us | }
+ 32.166 us | }
+ 45.042 us | }
+ 52.041 us | }
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Motivation

@ Performance optimization

@ Estimation about tracing overhead compared to a production kernel
without any tracing
— Can we afford to deliver with tracefs compiled in?

@ Kernel configuration:
With preemption ( (PREEMPT) ) or
with realtime ( (PREEMPT_RT) )

@ Usage of the facility through
the tracefs (directly, trace-cmd, perf) or
via eBPF also makes a difference
All source code, configurations, oscilloscope dumps and presentation
available:
url: nc.it-klinger.de
usr: elce
pwd: elce062023
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Tracing facilities for kernel drivers

@ Tracing event gpio:gpio_value
@ Kprobes

@ Histogram trigger

Synthetic event

@ trace_printk()

Ftrace plugin function

@ Ftrace plugin function_graph

— Most tracing facilities can be combined with filters and / or triggers
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Tracing facilities for userspace

@ Tracing event syscalls:sys_enter_ioctl and
syscalls:sys_exit_ioctl

@ Uprobes
@ Trace marker

@ strace
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Testsystem BeagleBone Black

@ TI-AM3358 (BeagleBone Black) with 1000 MHz
@ linux-6.1.26 with preemption and linux-6.1.26-rt8 with rt patch
@ Performance optimized kernel configuration

@ No worst case values measured
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Toggeling of the GPIO in Driver

struct toggle_data {
struct gpio_desc *gpiod_toggle;

Vi
5void toggle_once (struct toggle_data xdata)
{
gpiod_set_value (data->gpiod_toggle, 1);
gpiod_set_value (data->gpiod_toggle, 0);
}
10 int toggle_gpio_sleep (void *argqg)
{

int 1i;
struct toggle_data xdata = (struct toggle_datax)arg;
while (1) {
15 for (1 = 0; i < 5; i++)
toggle_once (data);
if (kthread_should_stop())
break;
msleep(1l);
20 }
return 0;
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Toggeling in kernel driver

@ Function toggle_gpio_sleep () runs as realtime kernel thread
@ msleep () is used for avoiding realtime throttling

@ Measuring on the oscilloscope on the second call to
toggle_once () of one phase after the msleep ()
— Measuring cache hot scenario

@ Each measuring is done with a minimum of 30000 wave counts
— Random samples with more than 500000 wave counts verified
that measured average values and standard deviation are correct
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Measuring with the oscilloscope

thigh f
l< >l - >

thigh
thigh+tiow

Dty, =
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Realtime preemption patch

Minimal configuration with preemption (v6.1.26)  Minimal configuration with rt patch (v6.1.26-rt8)

TE SO0ns T 249ns CHL A L6V /DC 1GSa MR Refresh . TB S0ns  T:25lns CHL A 16V /DC 1G53 HR Refresh
H
CHL B LBV S 1Ev B CHL B 16V S 1Ev,

4 ac 4 ac
bc bc
<] <]
n n
D D

arag raE

i o
B B

b WL w
L L
I I
N N
v v
Type Current  Minimum  Maximum  Mean o-Deviation Wave cou Type Current  Minimum  Maximum  Mean o-Deviation Wave cou
1 tJL 14000ns  12000ns 16000ns  14111ns 324ns 73497 1 tJL 151.00ns  13900ns 10000ns  14500ns  S.06ns 464435
2t 16000ns 13900ns 18000ns 15210ns  769ns 73497 2t 14000ns  13900ns  151.00ns  14502ns  4.99ns 464435
3 Dty+ 46.67 % 4LB0% 5207 % 4815% 149% 73493 3 Dty+ SLB9% 47.93% 57.598% 50.00% 173% 464435
CHLve tTL150.00n5 15 160.0005 CHL1v= tIL 140.00ns 15 1500005
Dty+:50.00% Dity+: 4828%

= no significant difference in time response

Difference in configuration:
$ diff bbb_min_defconfig bbb_rt_min_defconfig

9c9
< CONFIG_PREEMPT=y

5> CONFIG_PREEMPT_RT=y
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Tracing infrastructure

TB:SOns  T:25lns

CHL: A L6V /DC 1GSa

Tracing configured with rt patch (v6.1.26-rt8)

Minimal configuration with rt patch (v6.1.26-rt8)

HR: Refresh TB:50ns  T:250ns CHL A 16V /DC 1Gsa HR: Refresh c
CHL B: 1BV £ LEv. CHLB: 1BV £ LEv. H1
AC 4 AC
Dc Dc
G G
N N
D D
B B
L WL w
L L
I I
N N
v v
Type Current  Minimum  Maximum  Mean o-Deviation Wave cou. Type Current  Minimum  Maximum  Mean o-Deviation wave cou.
1 tIL 151.00ns 13900ns 19000ns 14500ns SO6ns 464435 1 tJL 16000ns 15900ns 28000ns 16842ns 4.45ns 553541
2t 14000ns 139.00ns 15100ns 14502ns 499ns 464435 2t 17000ns 159.00ns 20000ns 1679lns  4.08ns 553941
3 Dty+ 51.89% 47.03% 5758%  S000%  173% 464435 3 Dty+ 4B.48%  4818% 6222%  S008%  101% 553541
[CHL 1V t L 140.00N0s tU 1500008 ICHL: 12 t L 170.00ns t1 16000035
Dty+: 4828% Dty+: 50.00%
. , . ) o
— Tracing configuration overhead: 23ns (16%
N %
26ns (19%
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Differences in configuration

$ diff bbb_min_defconfig bbb_trace_defconfig
1cl
< CONFIG_LOCALVERSION="-bbb-min"
5> CONFIG_LOCALVERSION="-bbb-trace"
221a222
> CONFIG_DEBUG_FS=y
226¢c227,234
< # CONFIG_FTRACE is not set
10 ———
> CONFIG_STACK_TRACER=y
> CONFIG_TIMERLAT_TRACER=y
> CONFIG_FTRACE_SYSCALLS=y
> CONFIG_HIST_TRIGGERS=y
15> CONFIG_TRACEPOINT_BENCHMARK=y
> CONFIG_HIST_TRIGGERS_DEBUG=y
> CONFIG_BACKTRACE_VERBOSE=y
> CONFIG_DEBUG_USER=y

ﬂ Andreas Klinger ©
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Results from tracing infrastructure

Pulse width + v6.1.26 v6.1.26-rt8 | A
o tracin 14111 ns | 145.00 ns| +3.89 ns
9 (SD =3.24) | (SD =5.06) | +2.76 %
with tracin 167.30 ns | 168.42 ns +1.12 ns
9 (SD = 4.40) | (SD = 4.45) | +0.67 %
A +26.19 ns +23.42 ns
+18.56 % | +16.15%
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Reference configuration for tracing overhead

CHL: A:16Y /DC

1G5a

HR: Refresh

TB:50ns  T:250ns
CHLB:16% .S 1Ev
JAE
1|
Type Current Minirmum  Maxirnum  Mean a-Deviation Wave cou
1 tJL 160.00ns  158.00ns  280.00ns 168842Zns  4.45ns 553541
2z t1r 170.00ns  158.00ns  20000ns  167.91ns  4.08ns 553541
3 Diy+ 408.48 % 4818 % 6222% 50.08 % 1.01% 5535541
CHL:1¥Z t 170,000 T 160.00N0s

Dty+:50.00%

-Em

I

@ BeagleBone Black with vanilla kernel and rt preemption patch (v6.1.26-rt8)
@ CONFIG_PREEMPT_RT and tracing configured (bbb_trace_defconfig) but not activated

$ insmod toggle.ko mode=10

Andreas Klinger
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Activating an event

TB:500ns T:2.5us CHL: A:16Y /DC 1G53 HR: Refresh c
H
CHLB:16Y¥ . 1EY 1
A AC
DC
G
I
D
R ATA|
L
B
i w
i L
|
N
W
Type Current Minimum  Magzimum  Mean o-Deviation Wawe cou..
1 tIL 144us 124us 417 ps 136 s 12206ns 34349
2ty 125us 1.24us 347 ps 136 s 128.59ns 34349
3 Diy+ 5353 % 2018% 7706% S0.02% 374% 34349
CHL:1v¥Z tr:144pus Tt 124 us

Dty+:50.20%

— Tracing event overhead: 1.19us (709%)

$ echo 1 > /sys/kernel/tracing/events/gpio/gpio_value/enable
$ cat /sys/kernel/tracing/trace

17/ 69
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Dependency on number of events

12

mean pulse width + —4—

10+

@

mean pulse width+ (us)

0 2 4 6 8 10
Number of events

Measuring with a special driver variant with 10 events on each gpiod_set_value() which can be

switched on and off individually. Each event monitors two u32 values:

number of events ‘ 0 ‘ 1 ‘ 2 ‘ 3 ‘ 4 ‘ 5 ‘ 10
pulse width+ (5) | 023 [ 146 | 244 | 353 |453 |58 | 111

— Overhead increases linear with number of events.

=- Each additional event costs about 1.1us.
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Event with filter

TB:500ns T:2.5us CHL: A:16Y /DC 1G53 HR: Refresh c

H

CHLB:16Y¥ . 1EY 1

A AC

DC

G

N

D

Ricd ATAE
¥

B

b L\v—-n— o

L

I

N

W

Type Current Minimum  Mazimum  Mean o-Deviation Wawe cou..
1 tIL 153ps 147 s 446 s 16dps 13553ns 30632
2t 175ps 147ps 3.35ps 163ps 138.11ns 30633
I Diy+ 46.65 % 33.93% 7158% S003% 3.25% 30631
CH1: 1% 2 LI 153us T 1.54 us

Dty+:53.54 %

— Filter overhead: 0.28us (21%) (compared to tracing event)

$ echo 1 > /sys/kernel/tracing/events/gpio/gpio_value/enable

$ echo 'gpio == 70’ > /sys/kernel/tracing/events/gpio/gpio_value/filter
$ cat /sys/kernel/tracing/trace
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Event with trigger

TB:500ns T:25us CHL A: 16V DC 1GSsa HR: Refresh c
-
H
CHLB:16¥ . 1Ev 1
8 AcC
DC
G
I
D
ity ATAE
¥
B
Iy L.wun—-— i
L
I
I
Y
Type Current Minirum  Maxiroum - Mean o-Deviation Wave cou
1 tIL 186us 133ps 392ps l48us 16172ns 30142
ot 139us 133ps Gd4lps 146 ps 13585ns 30142
3t Diy+ 57.23% 3J139% 72BB% S0.24 % 38I% 30142
CHL:1v¥Z t I 1.35us 13508

Dty+:53.09%

— Trigger overhead: 0.12us (9%) (compared to tracing event)

$ echo 1 > /sys/kernel/tracing/events/gpio/gpio_value/enable
$ echo ’"traceon’ > /sys/kernel/tracing/events/gpio/gpio_value/trigger
$ cat /sys/kernel/tracing/trace
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Event with hist trigger

CHL A: 16V .SDC

S00Msa

HR: Refresh

TB: 23 T:10us
CHLB:16BY .S 1EY
i
Ricd ATAE
¥l
L
Type Current Minimurn Maximum  Mean o-Deviation Wave cou.
10 tIL 467 s 4352ps 1316 ps 477 s 51437ns 135797
2t 249pus 223ps 6.57 ps 261 s 21341ns 135797
3 Diy+ 6522 % 41.86% B354% 6457 % 214 % 135797
CH1: 1= LI 477 us T 259 us

Diy+: B5.08%

-3

I

— Hist trigger overhead: 3.41us (251%) (compared to tracing event)

Why is Dty to high?
— not yet clarified

g Andreas Klinger
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Event with hist trigger

$ echo 'gpio_high u32 gpio u64 lat’ \
>> /sys/kernel/tracing/synthetic_events

$ cd /sys/kernel/tracing/events/gpio/gpio_value
5% echo 1 > enable

$ echo "hist:keys=gpio:tsO=common_timestamp if value == 1’ >> trigger
$ echo 'hist:keys=gpio:lat=common_timestamp-$ts0: \
10 onmatch (gpio.gpio_value) .trace (gpio_high, gpio, $lat) \
if value == 0’ >> trigger

$ cd /sys/kernel/tracing/events/synthetic/gpio_high
$ echo 1 > enable
15
$ cat /sys/kernel/tracing/trace
toggle-gpio-sle-125 [000] 84892.334011: gpio_high: gpio=70 lat=2459
toggle-gpio-sle-125 [000] 84892.334014: gpio_high: gpio=70 1lat=2333
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Synthetic event on hist trigger

TB: 28 T:10us CHL: A: 1BV /DC S00MSa  HR: Refresh c

CHLB:16% .S 1Ev T

i AT

oc

G

I

D

RiES 4TAE
|

B

L i

L

I

I

W

Type Current Minirmum  Maxirnum  Mean a-Deviation Wave cou
1 tIL T96pus S.29ps 11.09ps 5.90ps 397.30ns D062z
2z t1r 268ps 2.26ps 9.09ps 257 s 23050ns  S0618
3 Diy+ T4.81% 5B.62% B8158% 6369 % 204 % S0616
CHL:1¥Z t 5880 T 26108

Dty+: 71.46%

— Synthetic (plus hist) trigger overhead: 4.54 .5 (334%) (compared to
tracing event)
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Synthetic event on hist trigger

# everything from hist trigger plus:

$ cd /sys/kernel/tracing/events/synthetic/gpio_high

$ echo 'hist:key=gpio,lat.buckets=100:sort=lat’ >> trigger
5

$ cat hist

{ gpio: 70, lat: 2000-2099 } hitcount: 1766

{ gpio: 70, lat: 2100-2199 } hitcount: 99393

{ gpio: 70, lat: 2200-2299 } hitcount: 130325
10 { gpio: 70, lat: 2300-2399 } hitcount: 56458

{ gpio: 70, lat: 2400-2499 } hitcount: 99428
g Andreas Klinger &, 24/ 69



Synthetic event on hist trigger

1x106 :

pulse width +

100000 ¢

10000 H

1000 4

count

100 ¢

10 ¢

1 . . . .
2000 4000 6000 8000 10000 12000
time (ns)
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Synthetic event on hist trigger

$ cd /sys/kernel/tracing/events/synthetic/gpio_high
$ echo 'hist:key=gpio,lat.buckets=100:sort=lat’ >> trigger

$ cat hist > ~/synthetic.txt

$ cat synthetic.txt | awk ’'BEGIN {FS="-"} {print $1 "\t" $2}’ |
awk ’{print $6 "\t" $10}’ | grep -v '"[[:space:]]1$’ > syn-table.txt

$ gnuplot -e "file=’syn-table.txt’" \
10 —-e "pngfile=’synthetic-table.png’" synt-hist.gp

$ cat synthetic-table.txt |
awk ' {n+=$2; x+=($1+50)~*S$2} END{print x/n " ns/pulse+"}’
2706.49 ns/pulse+
15
# the same with rt kernel delivers:
2851.16 ns/pulse+
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Histogram with eBPF and ply

TE: 2us T:10ps CHL: A0 16V DC S00MSa  HR: Refresh c
H
CHLB 1BV 1Ew 1
4 AC
DC
G
N
D
£ 41AH
h
E
4 i
L
I
]
W
Type Current Minirmurm - Maxirnum - Mean o-Deviation Wave cou.
1 tJL 4.84 s 16000ns  S.75ps 4.85pus 47.19ns 41843
2t1r 232us 17000ns  3S03ps 232us 30.80ns 41844
3 Dty+ 67.60% 4545 % 7107 % 67.64 % 330.91m% 41844
CHIL: 1V LIl 488us T 23248

Dty+: 67 65 %

— Histogram with ply overhead: 3.49us (257%) (compared to tracing
event)
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Histogram with eBPF and ply

$ cat delta.ply
tracepoint:gpio/gpio_value {

if (data->value == 1)
start[data->gpio] = time;
5 else
@delta[data->gpio] = quantize(time - start[data->gpio]);

}

$ ply delta.ply
@delta:
{ 70 }:
5 [2.04us, 4.09us] 616075 |######44444444H444HH44#H
[4.09us, 8.19%us] 141473 |###4+#

|
|
[8.19us, 16.3us] 5 |
[16.3us, 32.7us] 2 |
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One kprobe with ftrace

TB: 28 T:1004 s CHL: A:16Y /DC S00MSa  HR: Refresh
CHLB:16Y¥ . 1EY
i
R 41AE
¥
1 -
Type Current Minimum  Mazimum  Mean o-Deviation Wawe cou..
1 tIL 307 ps 271ps 385ps 296ps 1177%ns 218935
20 t1r 285us 274us 13.35us 3.05ps 336.00ns 218935
I Diy+ 51.26% 1244 S716% 49.34 % 233% 218935
CH1: 1% 2 LI 307 us T 2808

Dty+: 47.85%

— kprobe overhead: 2.79,.s (compared to tracing event)

=

AC

DC

=

-xm

== —

|

Andreas Klinger
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kprobe with ftrace

$ cd /sys/kernel/tracing/
$ echo 'p:gpiod_set_value gpiod_set_value \
name=+0 (+12 (%$r0)) :string value=%rl:u32’ > kprobe_events

5$ cd /sys/kernel/tracing/events/kprobes
$ echo 1 > gpiod_set_value/enable

$ cat /sys/kernel/tracing/trace
toggle-gpio-sle-139 [000] 7666.934324: gpiod_set_value:
10 (gpiod_set_value+0x0/0xc4) name="P8_45 [hdmi]" value=1

g Andreas Klinger © 30/ 69



kprobe with ftrace

30

mean pulse width + —4—

25+

]
o

o

mean pulse width+ (us)
&

(3]

0

0 2 4 6 8 10
Number of kprobes

Measuring with a special driver variant with 10 function calls (without
optimizer) until gpipd_set_value is called:

number of kprobes \0 ‘1 \2 \3 \4 \5 \10

pulse width+ (us) | 0.46| 3.45| 5.98| 857 11.3 | 13.9 | 27.1

— Overhead increases linear with number of kprobes.
= Each additional kprobe costs about 2.6s.
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kprobe with eBPF

TB: 2ps T:10ps CH1: A:16% SDC S00MSa  HR: Refresh

CHL:B: 16V 7 1Ev.

Current  Minimurn  Maximum  Mean -Deviation Wave cou
1 477 s 454 ps 552ps 4680 4647ns  B05OL
2 22008 222ps 282ps 233 3193ns  A0SOL
3 6756%  6280%  7050% ((BA78%) 36380m% 60592

CH1: Tt 4660 T 235us

Dty+: 66.28%

$ cat dt-kprobe.ply
kprobe:gpiod_set_value {

if (argl == I) {
start[0] = time;
5 } else {

@delta[0] = quantize (time - start[0]);

AC

oo

rEm

==
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kprobe with eBPF

with rt kernel:
$ ply dt-kprobe.ply
5@delta:
[2.04us, 4.09%us
4.09us, 8.19us

[
[8.19%us, 16.3us
[16.3us, 32.7us

885090 |[H#####HHHHHddtttttHaadsdtts
215506 | ####H44

7

2 |

e e
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Plugin function

no filtering with set_ftrace_filter

TB:Sps  T:25ps CHL: A 16V /DC 200MSa  HR: Refresh TB:2ps  T:10ps CHL: A/ 16V /DC S00MSa  HR: Refresh

c c
i
CHL B 1.6V 1Ev. A CHL B: 16V / 1EV. 1
4 ac l 4 ac
oc ol
G G
u u
D D
AR “IAE
"
B B
o wo Ly w
[ L L
| |
u nu
v v
Type Current  Minimum  Maximum  Mean o-Deviation Wave cou Type Current  Minimurm  Maxirmum  Mean o-Deviation Wave cou
ot 631pe  SO7ps  USSPs  642ps 30437ns 36953 1otdL 327ps  303ps  1079ps  338ps  42351ns 46034
2t 751ps 696 1036ps 747ps 38050ns 36553 2ot 320ps 302ps 478ps 334ps 13177ns 46033
3 Dty+ 45.68% 38.02% 56.57 % 46.23% 155% 36553 3 Dty+ 50.56 % 4348% 7S61% 5017% 243% 46033
[CHL 1V tIL6.27us tUR 74248 [CHI:1v= tIL3.25ps t 350 s
Dty+: 46.55% Dty+: 49.52%

— Pulse width changes when using filters by set_ftrace_filter
= Overhead can partly be reduced with filters
— function plugin overhead with 3 functions traced: 3.21us (compared

to untraced)
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Plugin function

$ cd /sys/kernel/tracing/
$ echo function > current_tracer

$ echo ’'gpiodx’ > set_ftrace_filter
5
$ cat trace

toggle—-gpio-sle-139 [000] 615.644329: gpiod_set_value <-toggle_once
toggle-gpio-sle-139 [000] 615.644341: gpiod_set_value_nocheck
toggle-gpio-sle-139 [000] 615.644342: gpiod_set_raw_value_commit

= 3 tracing outputs for one gpio edge

ﬂ Andreas Klinger 35/ 69



Plugin function_graph

no filtering with set_graph_function

TE:Sps T 2404 CHL A L6V /DC 200Msa  HR Refresh o TE:Sps  T:25ps CHL A 16V /DC 200MSa  HR Refresh o
H H
CHL B L6V 1EY, 1 CHL B 16V S 1Ev,
4 AC 4 AC
e e
<] <]
n n
araE IRE
o - o
B B
L — e | WL w
L L
I I
N N
v v
Type Current  Minimum  Maximum  Mean o-Deviation Wave cou Type Current  Minimum  Maximum  Mean o-Deviation Wave cou
1 tJL 11.79ps 11.54ps 1543ps 1202ps 39638ns 30168 1 tJL 11.88ps 1157 ps 1370ps 1201ps 17427ns 44174
2t 1567 ps 1532ps 1880ps 1587 ps 456.02ns 30168 2t 1323ps 1288ps 1776ps 1424ps 8989.15ns 44175
3 Diy+ 4292%  3861%  4903%  4309%  108% 30169 3 Dyt 4730%  4029%  S031%  4580%  160% 44176
tIL1214ps 15 156305 CHE1v= tIL 11525 15 15025
Dty+ 4082% Dty+ 44.08%

— function_graph overhead: 11.84us (70 times higher) (compared to
untraced)
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Plugin function_graph

@ Pulse width doesn’t change much when reducing the trace volume
by using the set_graph_function
= Overhead is only slightly dependent on number of traced
functions

@ Time values in tracing output are much higher than in productive
kernel
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Plugin function_graph

$ cd /sys/kernel/tracing/
$ echo function_graph > current_tracer
$ echo gpiod_set_value > set_graph_function

55 cat trace

0) |  gpiod_set_value () {
0) | gpiod_set_raw_value_commit () {
0) 6.000 us | omap_gpio_set ();
0) + 10.125 us | }
10 0) + 16.292 us | }
Calculation:

16292 _
5o =233ns

— close to what was measured without tracing (168ns).
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trace p

rintk()

— trace_printk overhead: 1.05us (626%) (compared to untraced)

CHL A: 16V /DC

1G53 HR: Refresh

+

TB:500ns T:25us
CHLB:16Y S 1EY
&
RiEd ATAE
¥
Type Current Minimum  Magzimum  Mean o-Deviation Wawve cou..
1t Il 129us 1llps 223ps 122ps 100.89ns 30082
2t 115ps 111ps 376 s 119ps 13075ns 30081
3t Diy+ 53.31% 2279% 64.83% S0.68% 350% 30081
CHL:1v¥Z tr:1.30ps T 112 s

Dty+: 53.50 %

AC

[l

o=o

- o

=

|
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trace printk()

static int toggle_trace_printk (void xarg)
{

struct toggle_data *data = (struct toggle_datax)arg;
int 1 = 0;
5 while (1) {

trace_printk ("gpio-toggle\n");
gpiod_set_value (data->gpiod_toggle, i++ & 0x01);
if ((1i & OxXFFFFF) == OxXFFFFF && kthread_should_stop())
break;
10 }
return 0;
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Tracing overhead

kprobe
eBPF

trace_printk

gpio_value
eBPF
function +11.84us
plugin
gpio_value 341118 1.13/15 synthetic

————> hist trigger ———>
ftrace

event
function_graph
plugin 401248
+0.28u8
trigger

filter

Andreas Klinger 41/ 69



Toggeling of the GPIO in Userspace

void toggle_ioctl_v2_once(int fd, struct utoggle xutog)
{
int ret, i;
struct gpio_v2_line_values val;
5 val.mask = 0x01;
for (i = 0; 1 < 2; i++) {
val.bits = i;
ret = ioctl(fd, GPIO_V2_LINE_SET_VALUES_IOCTL, &val);
}
10}
void toggle_ioctl_v2(struct utoggle =*utog)
{
int ret, fd, i;
struct gpio_v2_line_request reqg;

15 fd = open (utog->devname, O_RDWR, 0);

memset (&req, 0, sizeof (req));

reqg.num_lines = 1;

req.offsets[0] = utog->gpionr;

strncpy (req.consumer, "toggle-ioctl-v2", sizeof (req.consumer)-1);
20 req.config.flags = GPIO_V2_LINE_FLAG_OUTPUT;

req.config.num_attrs = 0;

ret = ioctl(fd, GPIO_V2_GET_LINE_IOCTL, &req);
while (running) {
for (1 = 0; 1 < 5; i++4)
25 toggle_ioctl_v2_once(req.fd, utog);
usleep (1000);
}
close (fd);

ﬂ Andreas Klinger
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Toggeling in userspace

@ Function toggle_ioctl_v2 () runs as realtime userspace task
@ usleep () is used for avoiding realtime throttling

@ Measuring on the oscilloscope on the second call to
toggle_ioctl_v2_once () of one phase after the usleep ()
— Measuring cache hot scenario

@ Driver source file utoggle.c and all scripts used are available in
the cloud

@ Each measuring is done with a minimum of 10000 wave counts
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Reference for userspace measurement

TB:500ns T:25us CHL: A:16Y /DC 1G53 HR: Refresh c

CHLB:16% .S 1Ev T

4 AC

oC

G

I

D

it ATAE

o=

B

L . w

L

I

I

W

Type Current Minirmum  Maxirnum  Mean a-Deviation Wave cou
10 tIL 158us 155us 208ps 158 ps 1467 ns 30345
2z t1r 152us 150ps 1.60ps 152ps 1276ns 303435
3 Diy+ 50.98 % 40.65 % S6.68% S0.89 % 301.57 m% 30345
CHL:1¥Z t 157 s Tt 1.52us

Dty+:50.596%

$ chrt -f 60 ./utoggle -I
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Syscall events

TB: 2ps T:10.08us CHL A: 16V DC 500MSa  HR: Refresh c
H
CHLB:16Y S 1EY 1
4 AC
DC
G
I
D
Rt ATAE
o o~
B
1
- L
L
I
N
W
Type Current Minimum  Magzimum  Mean o-Deviation Wawve cou..
1t Il I300ps 371ps 7.38ps 3.94ps 90.77ns 10366
2t S3.90ps S69us 15.30ps 3.99pus 42743ns 10368
3t Diy+ 50.00 % 10.69% 64.47 % 49.78 % 217 % 10364
CHL:1v¥Z t 356 s 351 0s

Dty+:50.45%

— Tracing event overhead: 2.36s (149%)
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Syscall events

$ cd /sys/kernel/tracing
$ echo 1 > events/syscalls/sys_enter_ioctl/enable
$ echo 1 > events/syscalls/sys_exit_ioctl/enable

55 cat trace
utoggle-137 [000] 1540.593245:

sys_ioctl (fd: 4, cmd: c010b40f, arg: beal08900)
utoggle—-137 [000] 1540.593247: sys_ioctl -> 0xO0
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Uprobe event

TB:SHs T: 2518 CHL: A: 16V /DC 200M3a  HR: Refresh c
H
CHLB:16Y .S 1Ev 1
4 AC
[ oc
S -
G
N
D
MIAE
x|
B
L L ) | W
L
I
I
W
Type Current Minimurn Maximum  Mean o-Deviation Wave cou.
10 tIL 1569ps 1289ps 3855ps 1599ps 84850ns 10040
2t 189us 1.75us 251ps 1lB4ps 37.69ns 10041
3 Diy+ 8048 % 87.31% 9552% 8965 % 354.52m% 10042
CHI1: 1wz L1583 us T 1.86 s

Dty+: 89.40%

Monitoring only rising edge, not the falling one

— Tracing event overhead: 14.41us (912%)
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Uprobe event

$ cd /sys/kernel/tracing

$ perf probe -x /root/utoggle
-a ’'toggle:ioctl=toggle_ioctl_v2_once fd=%r0:u32’

$ perf probe -x /root/utoggle
—-a 'toggle:ioctl=toggle_ioctl_v2_once%return ret=Sretval:u32’

$ echo 1 > events/toggle/ioctl/enable
10$ echo 1 > events/toggle/ioctl__return/enable

$ cat trace
utoggle-137 [000] 3620.485073: ioctl: (0x401174) f£fd=3
utoggle-137 [000] 3620.485117: ioctl__return:

15 (0x401364 <- 0x401174) ret=0
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Trace marker

TB: 2ps T:10us CHL A: 16V DC 500MSa  HR: Refresh c
E)
H
CHLB:16¥ . 1Ev 1
A AC
DC
G
I
D
ity ATAE
o~
B
L w
L
I
I
Y
Type Current Minirum  Maxiroum - Mean o-Deviation Wave cou
1 tIL S79ps S61lus 2056ps 5.81ps 47400ns 10093
ot 579ps S.60us 6.30ps S576ps 4837 ns 10093
3t Diy+ 50.00 % 49.06 % S569% S0.17% 284.62m% 10093
CHL:1v¥Z tILS77 s T 580us

Dty+:50.04 %

— Tracing event overhead: 4.23.s (268%)
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Trace marker

static int fd_tm = -1;

void trace_on (void)
{
5 char xfmarker = "/sys/kernel/debug/tracing/tracing_on";
if (fd_tm < 0)
fd_tm = open (fmarker, O_WRONLY) ;

10 void trace_write (const char *fmt, ...)
{

va_list ap;
char buf[256];
int n;

15 va_start (ap, fmt);
n = vsnprintf (buf, 256, fmt, ap);
va_end (ap) ;
write (fd_tm, buf, n);

ﬁ Andreas Klinger © 50/ 69



Program strace

TB:50us  T:250us CHL A: 16V DC 20MSa HR: Refrash c
-
H
CHLB:16W¥ . 1Ev 1
A AC
DC
G
I
D
ATAE
o~
B
L il
L
I
I
Y
Type Current Minirum  Maxiroum Mean o-Deviation Wave cou
1 tIL 94255 150ps 206.70ps  94.70ps 1683ps 20435
ot 94.00us 155us 13090ps  94.25ps ldlps 2046
3 Diy+ 50.07 % 3019 % 6322% S012% S516.40m% 2051
CHL:1v¥Z t I 54.15us T 54,4508

Dty+:50.42%

— Tracing event overhead: 93.12us (5894%)
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Program strace

$ pidof utoggle
188

$ strace -p 188
5...
ioctl (4, GPIO_V2_LINE_SET_VALUES_IOCTL, {bits=0, mask=0x1l}) = 0

ioctl (4, GPIO_V2_LINE_SET_VALUES_IOCTL, {bits=0x1l, mask=0x1}) 0

g Andreas Klinger © 52/ 69



Userspace - measuring concept

strace

utoggle -1 1.58us

trace marker

syscall event

Andreas Klinger
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Measuring gpio latencies

[ bash with sysfs ] [ ¢ with ioctl() ]

¢ with sysfs

¢ library

s N
S, &
M y

libgpiod

¢ with libgpiod

userspace

v
pash syscall

sysfs

gpio subsystem

raw access

gpio adapter

tsubsys

kernel thread

gpio controller

oszilloscope

S I

hardware

g Andreas Klinger
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Toggle of gpio at max. frequency |

Variable Description Value
t Kernel thread in driver with raw re-
raw gister access
¢ Kernel thread in driver using regular
subsys gpio subsystem
¢ ioctl() of /dev/gpiochipN in
foctl userspace
tibgpiod C program uses libgpiod
tsysts C program uses sysfs
tbash Shell script uses sysfs
© 55/ 69
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Toggle of gpio at max. frequency Il

Calculation Runtime (overhead) Value
tsubsys — traw Gpio subsystem
tiocti — tsubsys Syscall and vfs
tibgpiod — tioctl Libgpiod
tsysts — lioctl Sysfs
thash — lsysts Bash
Andreas Kiinger © 56/ 69




Raw toggeling the gpio in driver

static int toggle_raw(void =xarg)

{

int 1 = 0;

void __iomem *ctrl_base;

void __iomem *gpio2_base;

void __iomem xreg_value;

u32 value, value_on, value_off;

ctrl _base = ioremap( (unsigned int) 0x44E10000, 8192);
gpio2_base = ioremap( (unsigned int) 0x481AC000, 4096);

__raw_writel (0x0000000F, ctrl_base + 0x8A0);

__raw_writel (__raw_readl (gpio2_base + 0x134) & OxFFFFFFBF,
value = __raw_readl (gpio2_base + 0x13C);

value_on = value | 0x00000040;

value_off = value & OXFFFFFFBF;

reg_value = gpio2_base + 0x13C;

while (1) |
if (i++ & 0x01)
__raw_writel(value_on, reg_value);

else
__raw_writel(value_off, reg_value);

if ((1i & OxFFFFF) == OxFFFFF && kthread_should_stop())
break;

}

iounmap (gpio2_base);
iounmap (ctrl_base);
return 0;

gpio2_base + 0x134);

Andreas Klinger
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Toggeling of the gpio in driver with raw_writel ()

TE:20ns  T:100ns CH1: A0 16Y SDC 4 G5a Refrash I

H

CH1: B 16V 1Ew. 1

A

\ oC

G

I

(]

4TAE

E

L W

L

|

I

W

Type Current Minirnurn Maximurn Mean g-Deviation Wawve cou.
1 tIL 40.00ns 39.530ns 40.50ns 3997 ns 12921ps 111299
2t 40.00ns 39.50ns 40.50ns 4003 ns 132 74ps 111308
3 Diy+ 49,69 % 49.38 % 2047 % 4997 % 14494 m% 111299
CH1:1vZ t Il 40.00ns Lt 402508
Dty+: 4565 %
) © 58/ 69
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Toggeling of the gpio in driver

struct toggle_data {
struct device *dev;
struct gpio_desc *gpiod_toggle;
Vi
5
static int toggle_gpio(void =xarg)
{

struct toggle_data xdata = (struct toggle_datax)arg;
int i = 0;
10
while (1) {
gpiod_set_value (data->gpiod_toggle, i++ & 0x01);
if ((1i & OxXFFFFF) == OxXFFFFF && kthread_should_stop())
break;
15 }

return 0;

ﬁ Andreas Klinger © 59/ 69



Toggeling of the gpio in driver

TB:50ns  T:250ns

CH1L: A 16 Y DC 1G5a

HR: Refresh

I

Dty+:50.00 %

CHL: B 16Y . 1Ew.
k3 4TAE
[Pty
Type Current Minirnurn Maximurn Mean g-Deviation Wawve cou.
1 tIL 16000ns  159.00ns 280.00ns  16842ns  4.45ns 553541
2t 17000ns 15900ns  20000ns  16701ns  4.08ns 553541
3 Diy+ 48,48 % 48.18% 62.22% S0.028 % 1.01% 553541
CHI: 1w LIl 170.00n0s L 160.00 ns

AC

D

o=

—Em

== —

Andreas Klinger

60/ 69



Toggle of gpio in userspace with ioct1 ()

int toggle_ioctl_v2 (struct utoggle xutog)
{
int ret, i, fd;
struct gpio_v2_line_request req;
5 struct gpio_v2_line_values val;
int marker = utog->marker;
fd = open(utog->devname, O_RDWR, O0);
memset (&req, 0, sizeof (req));

req.num_lines = 1;
10 reqg.offsets[0] = utog->gpionr;
strncpy (req.consumer, "toggle-ioctl-v2", sizeof (req.consumer)-1);

req.config.flags = GPIO_V2_LINE_FLAG_OUTPUT;
reqg.config.num_attrs = 0;
ret = ioctl(fd, GPIO_V2_GET_LINE_IOCTL, é&req);
15 val.mask = 0x01;
for (i = 0; running; 1i++) {
val.bits = i; // & 0x01;
ret = ioctl(req.fd, GPIO_V2_LINE_SET_VALUES_IOCTL,
}
20 close (fd);
return 0;

&val);

ﬁ Andreas Klinger ©
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Toggle of gpio in userspace with ioct1 () v2

TB:500ns T:25ps CH1L: A 16 Y DC 1G5a HR: Refrash c

H

CHL:B: 16V .S 1Ew. 1

i AC

| DC

G

I

(]

I+ ATAE
b

E

E . — i

b L

|

I

W

Type Current Minirnurn Maximurn Mean g-Deviation Wawve cou.
1 tIL 158 s 1.55ps 208 Us 158 s 1467ns 30345
2t 152ps 1.50ps 1.60ps 152ps 1276ns 30345
3 Diy+ D098 % 4965 % 26.68 % S0.89% 30157 Mm% 30345
CHI: 1w tIL: 157 us 152 us
Dty+: 50.96 %
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Toggle of gpio in ¢ program with libgpiod

int toggle_lib (struct utoggle xutog)
{
int ret, i;
struct gpiod_chip =*chip;
5 struct gpiod_line =xline;
int marker = utog->marker;
chip = gpiod_chip_open (utog—->devname) ;
line = gpiod_chip_get_line(chip, utog->gpionr);
gpiod_line_request_output (line, "toggle", 0);
10 for (i = 0; running; i++) {
ret = gpiod_line_set_value(line, 1 & 0x01);
}
gpiod_line_release(line);
gpiod_chip_close(chip);
15 return 0;
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Toggle of gpio in ¢ program with libgpiod

TB:500ns T:25ps CH1L: A 16 Y DC 1G5a HR: Refrash c

H

CHL:B: 16V .S 1Ew. 1

i AC

D

G

I

(]

I+ MIAE
b

E

L i

L

|

I

W

Type Current Minirnurn Maximurn Mean g-Deviation Wawve cou.
1 tIL 168 s 166 S 24908 1.70ps 1679ns 11968
2t 169us 166 ps 219us 170ps 1612ns 11969
3 Diy+ 49.82% 48.60 % 2887 % S0.03% 381.00m% 11969
CHI: 1w LIl 165us T 169 us
Dty+: 45.55%
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Toggle of gpio in sysfs with ¢ program

int toggle_sysfs(struct utoggle =*utog)
{

int ret, i, fd;

int marker = utog->marker;

char fn[255];

char buf[20];

menmset (buf, 0, sizeof (buf));

sprintf (buf, "%d", utog->sysfsnr);

fd = open("/sys/class/gpio/export™, O_WRONLY);

ret = write(fd, buf, strlen(buf));

close (fd) ;

memset (fn, 0, sizeof (fn));

sprintf (£n, "/sys/class/gpio/gpio%d/direction", utog->sysfsnr);
fd = open(fn, O_RDWR);

ret = write(fd, "out", 3);

close (fd);

memset (fn, 0, sizeof (fn));
sprintf (fn, "/sys/class/gpio/gpio%d/value", utog->sysfsnr);
fd = open(fn, O_RDWR);
for (i = 0; running; i++) {
write (fd, "1", 1);
write (f£d, "O0", 1);
}
close (fd);
fd = open("/sys/class/gpio/unexport”, O_WRONLY) ;
ret = write(fd, buf, strlen(buf));
close (fd) ;
return 0;
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Toggle of gpio in sysfs with ¢ prog

ram

1G5a HR: Refresh

TB:500ns T:25us CHIL: A:16Y SDC I

H

CHL:B: 16V .S 1Ew. 1

o ac

" D

G

I

(]

I+ AT A
b

E

L i

L

|

I

W

Type Current Minirnurn Maximurn Mean g-Deviation Wawve cou.
1 tIL 1785 1.76 s 247 Us 17905 1475ms 13946
2t 182ps 176 ps 210ps 181ps 1276ns 13946
3 Diy+ 49.46 % 4835 % 2499 % 4966 % 260.43mM% 13946
CHI: 1w LIl 177 us 182 us
Dty+: 50.14 %
© 66/ 69
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Toggle of GPIO in sysfs with shell script

#!/bin/bash
dirg=/sys/class/gpio

[ —e $dirg/gpio70 ] || echo 70 > $dirg/export
secho out > $dirg/gpio70/direction

for ((i=0; 1i<1000000; i++))
do
echo 1
10 echo 0
done > $dirg/gpio70/value

echo 70 > $dirg/unexport
1ls $dirg

g Andreas Klinger ©
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Toggle of gpio in sysfs with shell script

HR: Refresh

TB: 20ps  T:100ps CHIL: A:16Y SDC 50M5a I
H
CHL: B 16Y . 1Ew. 1
A
D
G
I
(]
I+ I A
E
L W
L
|
I
W
Type Current Minirnurn Maximurn Mean g-Deviation Wawve cou.
1 tIL 3404ps  33.50Qs  94B6ps  3464us 13Zps 10811
i 7198ps  7006ps  138.00ps  F177ps  1.38ps 10811
3 Diy+ 3211% 1992% 4970 % 32.55% 743.40mM% 10811
CHI: 1w LIl 34.68us Lt 71.66 us
Dty+: 32.45 %
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