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» The pandemic hit hard

« Firmware development had to
become fully remote

» Dual security model
« Open-source with customer control
 Proprietary with supplier liability

« Enable adoption at scale
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GOALS

Automatize remote build, testing and release management of BMC
and ROM firmware

Validate on target that Open-Source Firmware works as expected
(OpenBMC and LinuxBoot)

Have specially provisioned instances for customers, public and OCP

Make it fully open source and encourage community adoption
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Firmware at scale 113444

Welcome to the development platform dedicated to
implementation and testing of Open Source FW on HPE

Proliant/Apollo platforms g YWY
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DEMO - BUILD OPENBMC

gitToken End Session

load standard OpenBMC o3 unkoshy/openbmc,gitpecizi Load my Firmware
Or

[LEGEEENGECNIEM Or  Specify a github repo and a branc Load my Firmware

Or




DEMO — BUILD LINUXBOOT

CECRIENTEIGREN Or  https://github.com/arunkoshy/me m Load my Firmware .

Or

Operating System Installer ~




DEMO - LOAD

[GELISELGEIG ROl (o O https://github.com/arunkos m Load my Firmware

Or

[GEGESELLEIGRIE Or  Specify a github repo and a branc m

Or




DEMO - POWER ON

gitToken End Session

Read 50331648

Read 52428800

Read 54525952 byt

Read 56623104 bytes of 67108864
Read 58720256 bytes of 67108864
Read 60817408 bytes of 67108864
Read 62914560 bytes of 67108864
Read 65011712 67108864
Read 67108864 bytes of 67108864
Verify: PASS

Started EM18@Pro

Starting terminal. Pr

r00t@d1360poc-9448c941b11,
Operating System Installer ~ reotealtipce: S4c 2
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RECSENREIGRESEl Or | Specify a github repo and : ’ *{{ -FQDN }}"
])

"password": [
Please select testcases: "gpenBnc”
15

Hostname validation et

"root"

SSH connection validation

X
S
]J
"TestName": "Literal test"
}J
"TestFetcherName": "literal"

requestor: [contestcli-http]

2022/04/13 21:10:40 HTTP POST failed: Post "http://10.3.0.148:8080/start": dial tcp 10.3.0.148:8080: connect: c
onnection refused

2022/04/13 21:10:40

2022/04/13 21:10:40 Error: Unable to execute the testcase

2022/04/13 21:10:40 Done
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ANALYTICS

= . Discover Options New Save Open Share Inspect

=L koL [ v Last2months
®  +Add filter
ci-gateway-server \/ *=* < 2,791 hits Sep 9, 2021 @ 11:07:44.396 - Nov 9, 2021 @ 11:07:44.396  Auto v % Hide chart

Change index pattern

ts per day
« Time - level msg
Nov 6, 2621 0 23:80:58.857 INFO Poweroff request
L i ' > Nov 5, 20621 @ http: TLS handshake er 44:
> Nov 6, 2821 ¢ INFOD Poweron request
Nov 6, 2821 @ 22:57:22.193 1INFD http: proxy error: dial tcp 18.1. connection refused
> Nov 6 INFO http: proxy error: dial tcp 19.1. connection refused

http: TLS handshake error froa remote error: tls: unknown certificate

821 & 22:57:21.395 INFO http: proxy error: dial tcp 18

connection refused




WHY IS THIS CRITICAL ?

« Easier developer workflow around build, debug
and observabllity on real hardware

« Manual firmware development and validation
hasdbleen disrupted by hybrid / remote-work
mode

« Enhanced hardware safety
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ARCHITECTURE

Modular architecture and configurable
Written in Go

API endpoints supporting:
« Automation including external frameworks like Contest
* Non-interactive mode
« Build and load firmware, log retrieval, power operations
+ Example(s):
https://github.com/opencomputeproject/ OSF-OSECl/tree/master/api

Enhanced analytics and logging

Fully open-source under MIT license
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https://github.com/opencomputeproject/OSF-OSFCI/tree/master/api

OUTCOMES

In use externally and internally
» For both proprietary and open-source development

Seed community efforts around a common set of tests

Combine innovations from community members

Used by OCP (Open Compute Project)
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