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About me

My name is Gilad Ben-Yossef.

I work on upstream Linux kernel cryptography and security and the maintainer of the  
arm® TrustZone® CryptoCell® device driver.

IΩve been working in various forms with and on the Linux kernel and other Open Source 
projects for close to twenty years ςi.e. IΩm an old buggerΧ J

I co-authored άBuilding Embedded Linux Systemsέ 2nd edition from OΩReilly.

IΩm a co-founder of HaMakor, an Israeli NPO for free and open source software and of 
August Penguin, the longest running Israeli FOSS conference.
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Salmon leaping at Willamette Falls
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Salmon leaping at the Linux staging tree

άThe Linux Staging tree (or just "staging" from now on) is used to 
hold  stand-alone drivers and filesystems that are not ready to be 
merged into  the main portion of the Linux kernel tree at this 
point in time for various  technical reasons.  

It is contained within the main Linux kernel tree so that users can 
get access to the drivers much easier than before, and to provide 
a common place for the development to happen, resolving the 
"hundreds of different download sites" problem that most out-of-
tree drivers have had in the past. ά

Greg KH
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What is Arm®TrustZone®CryptoCell?

The ARM®TrustZone®CryptoCellsolution is a comprehensive 
collection of silicon-proven security modules that provide 
platform level security services. 

Its multi-layered hardware and software architecture combines 
hardware accelerators, hardware roots-of-trust control with a 
rich layer of security software and off chip tools.

The high performance TrustZoneCryptoCell-700 family is focused 
at providing platform security for devices serving data intensive 
use cases.

It provides the system with various cryptography related services 
(implementation of symmetric and asymmetric schemes, HASH 
and Keyed HASH functions, Random number generation) as well 
as platform security services required to assure the integrity, 
authenticity and confidentiality of code and data belonging to 
different stakeholders (e.g. an OEM, a service provider or the 
user). 

Readers Digest version:
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Taking upstream a long out-of-tree driver

commit abefd 6741d540fc 624e73a2a3bdef 2397bcbd064
Author: Gilad Ben - Yossef <gilad@benyossef.com>
Date:   Sun Apr 23 12:26:09 2017 +0300

staging: ccree : introduce CryptoCell HW driver

Introduce basic low level Arm TrustZone CryptoCell HW support.
This first patch doesn't actually register any Crypto API
transformations, these will follow up in the next patch.

This first revision supports the CC 712 REE component.

Signed - off - by: Gilad Ben - Yossef <gilad@benyossef.com>
Signed - off - by: Greg Kroah- Hartman <gregkh@linuxfoundation.org>
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CheckpatchHell
CHECK: Alignment should match open parenthesis
#1485: FILE: drivers/staging/ccree/ssi_cipher.c:1485:
+ SSI_LOG_DEBUG("%s algregistration rc = %x\n",
+ t_alg->crypto_alg.cra_driver_name, rc);

CHECK: Alignment should match open parenthesis
#1488: FILE: drivers/staging/ccree/ssi_cipher.c:1488:
+ SSI_LOG_ERR("%s algregistration failed\n",
+ t_alg->crypto_alg.cra_driver_name);

ERROR: trailing whitespace
#1492: FILE: drivers/staging/ccree/ssi_cipher.c:1492:
+ Î^I^Ilist_add_tail(&t_alg->entry, $

ERROR: trailing whitespace
#1494: FILE: drivers/staging/ccree/ssi_cipher.c:1494:
+^I^I^ISSI_LOG_DEBUG("Registered %s\n", $

CHECK: Alignment should match open parenthesis
#1495: FILE: drivers/staging/ccree/ssi_cipher.c:1495:
+ SSI_LOG_DEBUG("Registered %s\n", 
+ t_alg->crypto_alg.cra_driver_name);

total: 134 errors, 112 warnings, 87 checks, 1503 lines checked

NOTE: For some of the reported defects, checkpatchmay be able to
mechanically convert to the typical style using --fix or --fix-inplace.

NOTE: Whitespace errors detected.
You may wish to use scripts/cleanpatchor scripts/cleanfile

ALL PICTURES SHOWN ARE FOR ILLUSTRATION PURPOSE ONLY.  ACTUAL HELL MAY VARY.
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CCREE driver lines of code count over time
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Changed files in commits

17,390

12,831

30%


