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Introduction @g;nngzggﬁgeunux

Q PCle - most prevalent interface standard for connecting high-speed components

Q Critical applications utilizing PCle shall be bulletproof and validated thoroughly for all
conditions

O Debugging PCle IP is cumbersome in the absence of IP Internal debug registers for status check
O DesignWare PCle IP has a versatile debug and RAS-DES register set to ease debugging effort

Q This presentation proposes a simple command line based diagnostic tool compatible with any
Linux system

Q This tool utilizes debug registers to simplify PCle error solving methodology

A The tool also follow a streamlined debugging process, improving the debugging efficiency
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- - Embedded Li
Debug Features in DesighWare PCle Controller Conference
Q Vital debug hooks provided by the controller S
Q LTSSM state and equalization status ? Tr
Q Error Injection - ECRC/LCRC/Unsupported ‘ Ty N
Re q ue St ansmiioreve Module interfac interface
Q Error detection, error logging and error e e i Eatex
handling mechanisms I Transaction Layer | intoriace
O Time and event-based counters to measure ' Deta Lk Layer N | N —— |
the % of time the controller spends in each [ s s | ras merace
low power state ‘

PIPE

Q TX/RX data throughput in the system r— -

QO Statistical event counters
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Existing PCle Debugging Procedure @E&%‘éﬂé’ﬁ&”““*

O Mainstream debugging procedure involves capturing trace using PCle analyzers

Source: https.//www.storagenewsletter.com/wp-content/uploads/2018/06/TELEDYNE_LECROY
_1806_summit_m5x 2.jpg

But why does it need an alternative?
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Need for Streamlined PCle Debugging Procedure §3&nseids inux

a Need to dump software debug registers to obtain information

a Decoding the dump in the absence of any user space tool is tedious

144 8:Data.dump ZAHB:0x2020000 =iElPd
address 0 4 8 C 0123456789ABCDEF '
ZAHB:02020000 [#61158BFB D1B486A2 44A4F772 BAF4A000 GiLa’rissir>aDiATh A
ZAHB :02020010 43210011 00000002 0071B9C3 FF397B71 {“,!C ¢! e | g
ZAHB:02020020 | AD663C9A EC69719C BC285396 FBC7208E %<f% \:—_‘
ZAHB:02020030 | 00002D10 00003A84 00003A98 0000399C 5-%%
ZAHB:02020040 | 00003980 O00088F0 000098D8 000051EC %9%% W
ZAHB:02020050 | 00004994 000049A4 0000A380 00006A58 %IVY
ZAHB:02020060 | O000SFEO 00009B4C 00009E88 00000468 5 %% A
ZAHB:02020070 | 000087B0 79FBA62A 48B031B5 B8COE9003 %3%%
ZAHE :02020080 2F8CBFF6 FS54EC32A 295F77D4 54AE9C91 5%/
ZAHB:02020090 | D0114792 DACG600E8 4D18DE23 FF9EA3ES 3G13 i
ZAHB :020200A0 2293CFFB ABFE70C5 8C74CEA8 DD82SDC2 ‘gcsi" 2
ZAHB:020200B0 | 1291F6F4 69EE4D44 7A842D97 D1DE2902 %53% =
ZAHB:020200C0 | D9416BE8 869CBB06 9F1A93CC FC71A814 kA%
ZAHB :020200D0 3A94EBFD BC3F1A31 7A1AC077 92BFAA4F T5%:
ZAHB:020200E0 | 1752CF3A 666D658A B5314653 B2EF139C :%R%}
ZAHB:020200F0 | 40B917D0 OAEFC203 1810DESA 1CFD6400 3%3%@
ZAHB:02020100 | 472049A0 EBBB753B SC9BCEFB EF381392 3I.G ad
< )

Source: http.//trace32.com/wiki/index.php/Accessing_System_Data
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pciutils — Open Source Tool for Diagnosis €3 Eomenaeg inex

Q Collection of utilities to access PCl bus configuration
registers

Q Runs on Linux, Windows and many more platforms

O Easy to add support for platform/board specific PCle
configuration registers and commands

Q The library has the following utilities:
Q Ispci: displays information about all PCl buses and devices.

Q setpci: allows to read from and write to PCl device
configuration registers

Q update-pciids: download the current version of the pci.ids file.

O Source -
https://git.kernel.org/pub/scm/utils/pciutils/pciutils.git
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https://git.kernel.org/pub/scm/utils/pciutils/pciutils.git

€Embedded Linux

ISpCi OUtpUt Conference

# Ispci -5 0000:01:00.0 -vvv
0000:01:00.0 Non-Volatile memory controller: Samsung Electronics Co Ltd Device a804 (prog-if 02 [NVM Express])
Subsystem: Samsung Electronics Co Ltd Device a801
Control: I/O- Mem+ BusMaster+ SpecCycle- MemWINV- VGASnoop- ParErr- Stepping- SERR- FastB2B- DisINTx+
Status: Cap+ 66MHz- UDF- FastB2B- ParErr- DEVSEL=fast >TAbort- <TAbort- <MAbort- >SERR- <PERR- INTx-
Latency: 0
Interrupt: pin A routed to IRQ 193
NUMA node: 0
: Memory at 15a00000 {64-bit, non-prefetchable) [size=16K]
es: [40] Power Management version 3
Flags: PMECIk- DSI- D1- D2- AuxCurrent=0mA PME(D0-,D1-,D2-,D3hot-,D3cold-)
Status: DO NoSoftRst+ PME-Enable- DSel=0 DScale=0 PME-
Capabilities: [50] MSI: Enable+ Count=8/32 Maskable- 84bit+
Address: 00000002760f0000 Data: 0008
Capabilities: [70] Express (v2) Endpoint, MSI 00
DevCap: MaxPayload 256 bytes, PhantFunc 0, Latency LOs unlimited, L1 unlimited
ExtTag- AttnBtn- Attnind- Pwrind- RBE+ FLReset+ SlotPowerLimit 0.000W
DevCtl: Report errors: Correctable+ Non-Fatal+ Fatal+ Unsupported+
RIxdQOrd+ ExtTag- PhantFunc- AuxPwr- NoSnoop+ FLReset-
MaxPayload 128 bytes, MaxReadReq 512 bytes
DevSta: CorrErr- UncorrErr- FatalErr- UnsuppReqg- AuxPwr+ TransPend-
LnkCap: Port #0, Speed 8GT/s, Width x4, ASPM L1, Exit Latency L0s unlimited, L1 <64us
ClockPM+ Surprise- LLActRep- BwNot- ASPMOptComp+
LnkCtl: ASPM Disabled; RCB 64 bytes Disabled- CommClk+
ExtSynch- ClockPM- AutWidDis- BWInt- AutBWint-
LnkSta: Speed 8GT/s, Width x4, TrErr- Train- SlotClk+ DLActive- BWMgmt- ABWMgmt-
DevCap2: Completion Timeout: Range ABCD, TimeoutDis+, LTR+, OBFF Not Supported
DevCtl2: Completion Timeout: 50us to 50ms, TimeoutDis-, LTR-, OBFF Disabled
LnkCtl2: Target Link Speed: 8GT/s, EnterCompliance- SpeedDis-
Transmit Margin: Normal Operating Range, EnterModifiedCompliance- Compliance SOS-
Compliance De-emphasis: -6dB
LnkSta2: Current De-emphasis Level: -6dB, EqualizationComplete+, EqualizationPhase1+
EqualizationPhase2-, EqualizationPhase3-, LinkEqualizationRequest-
Capabilities: [b0] MSI-X: Enable- Count=8 Masked-
Vector table: BAR=0 offset=00003000
PBA: BAR=0 offset=00002000
Capabilities: [100 v2] Advanced Error Reportil
UESta: DLP- SDES- TLP- FCP- CmpltTO- CmpltAbrt- UnxCmplt- RxOF- Malf TLP- ECRC- UnsupReqg- ACSViol-
UEMsk: DLP- SDES- TLP- FCP- CmpltTO- CmpltAbrt- UnxCmplt- RxOF- MalfTLP- ECRC- UnsupReqg- ACSViol-
UESvrt: DLP+ SDES+ TLP- FCP+ CmpltTO- CmpltAbrt- UnxCmplt- RxOF+ Malf TLP+ ECRC- UnsupReq- ACSViol-
CESta: RxErr- BadTLP- BadDLLP- Rollover- Timeout- NonFatalErr-
CEMsk: RxErr- BadTLP- BadDLLP- Rollover- Timeout- NonFatalErr+
AERCap: First Error Pointer: 00, GenCap+ CGenEn- ChkCap+ ChkEn-
ities: [148 v1] Device Serial Number 00-00-00-00-00-00-00-00
es: [158 v1] Power Budgeting <7?>
es: [168 v1] #19
Capabilities: [188 v1] Latency Tolerance Reporting
Max snoop latency: Ons
Max no snoop latency: Ons
Capabilities: [190 v1] L1 PM Substates
L1SubCap: PCI-PM_L1.2+ PCI-PM_L1.1+ ASPM_L1.2+ ASPM_L1.1+ L1_PM_Substates+
PortCommonModeRestore Time=10us PortTPowerOnTime=10us
Kernel driver in use: nvme
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€Embedded Linux

debugpci — Command Line Based Diagnostic Tool £3&nsdde

Q

debugpci - command line based diagnostic tool to help users dump all the required debug data

The commands that will be used for capturing and dumping data:

O Begin Capture - debugpci [[[[<domain>]:]<bus>]:][<slot>][.[<func>]] c
QO Ananlyse capture - debugpci [[[[<domain>]:]<bus>]:][<slot>][.[<func>]] d

Internally captures counters for different errors, LTSSM states and silicon debug registers provided by
DesignWare PCle IP

Presents the captured debug data in a human readable format

Analyses the discrepancy (If any) seen in the collected data and presents the same to user with all possible
root causes

For example, if the tool checks that there was a receiver detection related timeout when reading
SD_CONTROL2_REG. It will alert the user and provide input by printing following message:

QO “A Receiver detection timeout was seen. If the PHY requires more time for receiver detection,
the application software can hold LTSSM in Detect.Active by setting the HOLD_LTSSM field of
SD_CONTROL2_REG[O] register.”
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Architecture And Software Stack of debugpci @S&"&éﬂé‘:ﬁéﬂ‘”f

Q The PCl library is a portable library for ———

accessing PCl devices and their — m
configuration space present in the user ¢

space layer.

A Linux PCI subsystem enumerates and e
populates the PCl devices. The vendors
have underlying low level device drivers in “ —
the kernel layer. P pris e

a PCI PHY is the physical layer in the PCI PhysicalLayer

architecture stack T
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Software Implementation : Main Function £ Rensidoe Lnu

int main{int argc, char *=argv)

A The main function gets the O et pei access “pacc
. .. . struct pci_dev *dew;
pci_access structure, initializes e -3 4
. printf("Usage: debugpci =slot= ¢ - Start to capture debug datawn");
the PCI ||bra ry and gets the E;D‘Eif@?sage: debugpci <slot> d - Dump the debug data\n");
. . }

deVICe that IS requeSted by /* Get the pci_access structure */
pagcf;lpci_allo?fl: filter)
pci_tilter_ainitlpacc, &filter);

User. peci_filter_parse_slot(&filter, argvl[l]);

. /* Initialize the PCI Llibrary */
c1_init({pacc);
D Dependlng On Whether the user 5*_ﬁe wanE t? get)the list of devices #*/
. “w-_n uan - pci scan_bus(pacc); )

/% Iterate over all devices #/

has SeleCted Optlon C Or d 4 It for (dev=pacc-=devices; dev; dev=dev-=next)

calls the capture or dump i (ped_filter_match(efilter, dev))

reak;
. . 1

funCtlon respeCtlvely. /* Present the captured debug data in a human readable format */

if (stremplargv[2], "c") == B8)

debugpci_capture(dev);
/t
* Analyze the captured debug data and present
#* and highlight possible root-cause
*f
1t (stremplargv[2], "d") == B8)
debugpci_dump(dev);

/* Close everything =/

pcil_cleanup(pacc);
return 0;
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Software Implementation : Capture Function S

static struct event_counters events[] = {
{ox8, 8x00, "EBUF Overflow"},
{exe, @xe1l, "EBUF Underrun®},
{ox6, Bx02, "Decode Error"},
{ex6, B8x83, "Running Disparity Error"},
{ox0, Ox04, "SKP 0S5 Parity Error"},
{Gx8, OxB85, "SYNC Header Error"},
{oxe, 8xe6, "Rx Valid de-assertion”},
{exe, @xe7, "CTL SKP 0S5 Parity Error"},
{ox8, 8x08, "lst Retimer Parity Error"},
{ox6, 6x09, "2nd Retimer Parity Error"},
{ox0, Ox0A, "Margin CRC and Parity Error"},
{Bx1, ©x85, "Detect EI infer"},

static void debugpci_capture(struct pci_dev *dev)

ras_des_base = find_ras_base(dev);

1f (ras_des_base == 0) {
printf("Device does not support debug registers\n");
return;

}

printf("Enabling all debug counters...\n");

for (1 =90; 1 < sizeof(events) / sizeof(events[e]l); 1++) { {ox1, 0x06, "Receiver Error"},
val = pci_read_longldev, ras_des_base + EVENT_OFFSET); {ex1, 0x07, "Rx Recovery Request"},
val &= ~(EVENT_MASK); {@x1, 8xB8, "N_FT3 Timeout"},
val |= events[1i].event_id =< EVENT_SHIFT; ng%r gxg§' "EFBEIHQEEFFOF;}r
— . =1, ® ., "Deskew Error"r,
va% &: (GROUP_MASK) ; y _ {0x2. Ox00, "BAD TLP"}.
val |= events[1].group_i1d <<= GROUP_SHIFT; {ox2, 0x01, "LCRC Error"},
val &= ~(EVENT_ENABLE_MASK); {ox2, BxB2, "BAD DLLP"},
val |= EVENT_ENABLE =< EVENT_ENABLE_SHIFT; {@x2, 8x83, "Replay Number Rollover"},
1f (events[i].group_id == 0) { {ex2, 0x04, "Replay Timeout"},
for fj — 9'_j < 4: j++} { {Bx2, 0x05, "Rx Nak DLLP"},
i - ILnNE SEL MASK) : {ex2, 8x686, "Tx Nak DLLP"},
val &= -~ 2B ; {ex2, @x07, "Retry TLP"},
val |= 3; {ox2, Ox00, "FC Timeout"},
pci_write_long(dev, ras_des_base + EVENT_OFFSET, wval); {ex3, 8x81, "Poisoned TLP"},
{Bx3, Ox02, "ECRC Error"},
¥ oelse { {ox3, 0x03, "Unsupported Request"},

{ox3, @x04, "Completer Abort"},

pci_write_long(dev, ras_des_base + EVENT_OFFSET, val); {ox3, 0x05, “Completion Timeout"},
} {8x4, Bx00, "EBUF SKP add"},
} {@x4, 8x01, "EBUF SKP Divide"},

}

Q The capture function enables all debug and error counters
present in DWC controller for all the lanes

O Some error counters added in a static structure is shown in the

figure above
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Software Implementation : Dump Function £ Qeniedieduin

for (1 =0; 1 < sizeof(events) / sizeof(events[8]); 1++) { EI The dump function dumps a” dEbug

val = pci_read_long(dev, ras_des_base + EVENT_OFFSET);
val &= ~(EVENT_MASK); .
Val 1= svents[ 5] ovent_id << v SH1r and error counters present in DWC
val &= ~ H
1= ts[1l. id << GROUP_SHIFT; .
VAL 6= <(EVENT EURGLE aSK); controller for all the lanes by reading
val |= 0x0 =< EVENT_SHIFT;
if [even?s[i%:group_i_d ==0) {) . t- /d b . t
=0; = 4; 1+
O AL s, respective error/aepug register
1= 1;
;?i_wri%e_longtdev, ras_des_base + EVENT_OFFSET, val);

i e Sl Rk L em s, FUNCtion root_cause_issue compares
}
s {Print'F["‘Jss: %dyn", events[1].name, the read Value Wlth expected Value

pci_read long(dev, ras_des_base + EVENT DATA_OFFSET));
}

y | | and in case of mismatch, prints the
for (1 =0; 1 < sizeof(debug) / sizeof(debug[B]); 1++) {
1f (debug[1].lane_debug) { H H
Por 0y 3 24 g o | root-cause analysis for various
val = pci_read longldev, ras_des_base + debug[i].offset);
val & ~(LANE_SELECT_MASK]; .
val |= j =< LANE_SELECT_SHIFT; Obse rved ISssues
pci_write_long(dev, ras_des_base + debug[i].offset, val);
debug[1].val = SHOW_BITS(pci_read_long(dev, ras_des_base + debug[i].offset]), debug[1i].mask);
printf("ss- Lane %d: %d\n", debug[i].name, j, debug[1].val);

1

else {
debug[1].val = SHOW_BITS(pci_read_long(dev, ras_des_base + debug[i].offset), debugli].mask);
printf("ss: %d\n", debugli].name, debug[1i].vall;

/* analyze the captured data and do root-cause analysis */[]
root_cause_issue(dev);
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Real Use-Cases @E&"&Zﬂ;’ﬁ&”““*

O Receiver Detection - Receiver detection is used to determine if a remote PCl
e link partner is available to establish a linkup

O Broken Lanes - After receiver detection, if some lanes are broken, the link m
ay not reach LO at the desired link width

Q Speed Change - Sometimes link does not come up / unstable at the new spe
ed or link falls back to a lower speed after speed change

A Link Equalization - Sometimes link fails to come up at Gen3 / Gen4 data rate
or is unstable after speed change to Gen3 / Gen4 data rate
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Real Use-Cases @E&%‘éﬂ;’ﬁ&”““*

Q Receiver Error - PCle link does not remain stable in LO and goes down to
Recovery

Q Correctable Errors - Correctable errors are the most common consequence
of poor link quality and can lead to link instability.

O Uncorrectable Errors - Uncorrectable errors are further classified as Fatal
Errors and Non-Fatal Errors based on the Severity

O ASPM issues - Sometimes link is unable to properly enter low power states
like LOS, L1 and it’s substates
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Real Use-Case: Healthy PCle link

€Embedded Linux
Conference

EBUF Overflow
Lane
Lane
Lane
Lane
EBUF Underrun
Lane
Lane
Lane
Lane
Decode Error
Lane
Lane
Lane
Lane
Running Disparity Error
Lane 0:
Lane 1:
Lane 2:
Lane 3:
SKP 0S Parity Error
Lane O:
Lane 1:
Lane 2:
Lane 3:
SYNC Header Error
Lane @:
Lane 1:
Lane 2:
Lane 3:
CTL SKP 0S Parity Error
Lane O:
Lane 1:
Lane 2:
Lane 3:
1st Retimer Parity Crror
Lane @:
Lane 1:
Lane 2:
Lane 3:

WK =

Wk =@

WK =
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DDDD

Margin CRC and Parity Error

Lane O:
Lane 1:
Lane 2:
Lane 3:
Detect EI infer:
Receiver Error:
Rx Recovery Request:
N_FT3 Timeout:
Framing Error:
Deskew Error:
BAD TLP:
LCRC Error:
BAD DLLP:

Replay Number Rollover:

Replay Timeout:
Rx Nak DLLP:
Tx Nak DLLP:
Retry TLP:
FC Timeout:
Poisoned TLP:
ECRC Error:
Unsupported Request:
Completer Abort:
Completion Timeout:
FC Protocol Error:
DL Protocol Error:
Malformed TLP:
Surprise Down:
Internal Crror:
RX Valid
Lane O:
Lane 1:
Lane 2:
Lane 3:
Lane detected
Lane O:
Lane 1:
Lane 2:
Lane 3:

DD DD

DDDDDD

DD DDD

DDDDD

@

=

]
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A Tool prints all possible debug and error
register values for all possible lanes

Q Against each error, it prints the
number of times the error occurred

Q Against debug values like RX valid, or
lane detected value 1 indicates true
and value O indicates false



Real Use-Case: Uncorrectable Errors et s i

Detect EI infer:
Receiver Error:

Rx Recovery Request:
N_FT3 Timeout:
Framing Error:
Deskew Error:

BAD TLP:

a These are errors that render the link
and related hardware unreliable.

LeRC o1 These are only seen when any of the

EEE{E?E”;:S&?"““““ 0o link components is severely broken,

T and forces link to go to detect state

oD D

oD D

Tx Nak DLLP:
Retry TLP:
FC Timeout:
Poisoned TLP:
ECRC Error:
Unsupported Request:
Completer Abort:
Completion Timeout:
FC Protocol Eriol
DL Protocol Error
Malformed TLP:
Surprise Down:
Internal Error:
RX Valid
Lane 0:
Lane 1:
Lane 2:
Lane 3:
Lane detected
Lane 0:
Lane 1:
Lane 2:
Lane 3:

oD

Q As we can see, Protocol error status is
flagged in the tool

=D DD

oD

Q The root cause is given in the last line
stating the reason why protocol error
can occur

e e =

Flow Control Protecol Error: Occurs if no DLLP is received within a 200us window
This indicates that the link quality is severely deteriorated
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Real Use-Case: Framing Error E e Lo

Receiver Error: L]
Rx Recovery Request: ¢} Q Framing Token
|| imeaiit: It]
Framing Error: 1
Deskew T g O When EDS token was expected but not received or whenever an EDS token was
LCRC Error: 8 received but not expected.
BAD DLLP: a
Replay Nt_mber Rollover: ;]
Replay Timeout: 0 0 O When a framing error was detected in the deskew block while a packet has been in
Tx Nak DLLP: [:] . .
Retry TLP: o progress in token_finder.
FC Timeout: [¢]
Poisoned TLP: 2]
ECRC Frror: o O Unexpected STP Token
Unsupported Request: ]
Completer Abort: ¢] . . .
Completion Timeout: 0 O  When Framing CRC in STP token did not match
FC Protocol Error: [C]
DL Protocol Error: o
Malformed TLP: 0 O  When Framing Parity in STP token did not match.
Surprise Down: 0
Internal Error: ]
RX Valid
Lane 0 1 O Unexpected Block
Lane 1: 1
Lane 2: 1 .
Lane 3: 1 O When RxStatus Error was detected in Datastream state
Lane detected
Lane ©: 1 . .
Lane 1: 1 O When Not full 16 EIEOS symbols are received in EIEOS state
Lane 2: 1
Lane 3: 1
Framing Error: Indicates poor link quality. Investigate PHY and System level factors affecting link quality
The type of framing crror recieved is “"When PHY status crror was detected in SKPOS state"
For debug purpose, set bit[16] of SD_CONTROLZ_REG to disable transition to Recovery due to Framing crror.
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Real Use-Case: Broken Lanes R ik ddnc Lo

Q After receiver detection is completed, the LTSSM
goes through following states, Polling ->

w0 TLP: Configuration -> Recovery before reaching LO

Replay Mmber Rollover : state at Gen1 data rate.

Replay Timeout: [:]
Rx Nak DLLP:
Tx Nak DLLP:
Retry TLP:
FC Timeout:
Poisoned TLP:
ECRC Error:
Unsupported Request:
Completer Abort:
Completion Timeout:
FC Protocol Error:
DL Protocol Error:
Malformed TLP:
Surprise Down:
Internal Error:
RX Valid
Lane O:
Lane 1:
Lane 2:
Lane 3:
Lane detected
Lane 0O:
Lane 1:
Lane 2:
Lane 3:

Detect EI infer:
Receiver Error:

Rx Recovery Request:
N_FT3 Timeout:
Framing Error:
Deskew Error:

BAD TLP:

[N

DDDDDD

Q If some lanes are broken after receiver
detection, the link may not reach LO at the
desired link width

DD DDD

DODDDD

o @

a The RX valid not being set indicates there might
be broken lanes as mentioned in the last line

HFrRRERR oo~ (@

Rx Valid: Since Lane 2 and Lane 3 shows RX not wvalid, it might have broken lanes
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Conclusion and Future Scope @gm;ggggeunux

O We were able to use this diagnostic tool even in pre-silicon emulation with ZeBu
PCle transactor for PCle link-partner and root-caused several issues being faced
during pre-silicon validation

A This tool helps in avoiding any human error while manipulating the debug data

A The users of DesignWare PCle IP can simply use this tool for self diagnosis and
share the report to Synopsys or customer for further analysis

Q For every issue detected, a possible error condition is always highlighted

Q Future scope involves upstreaming the source code as part of GPL license in
Linux or as open source tool
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