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About us

AKazuhiro Hayashi <kazuhiro3.hayashi@toshiba.co.jp>
AWorking for Toshiba Corporation
A(In-house) Embedded Linux development for products, consultant
AMember of CIP, developing tools of CIP Core
AContribute to Linux and other O®jects

AJanKiszka <jan.kiszka@siemens.com>
AWorking for Siemens Corporate Technology
A(In-house) Embedded Linux consultant & developer
AMember of ClRsar-cip-core development, some CIP kernel backports
AMaintainer of and contributor to various OBfjects
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Agenda

ARequirements in Industrial Product Development
ACIP as the solution
AWhat is “ClIP Core”?

ACIP Core implementation

Alsar
ADeby

ABuilding products on top of CIP Core

AFuture plans
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Requirements in Industrial Product Development

A Porting A Architecture & board support

A OS/middleware development A Customizability, Scalability

A Application development A Standalone SDK

A Installation A Ready-to-use image generation
A Testing A Stability

A Development release

A Product Certification

A Publication A License clearing
A Bug fix, security fix A Long-term maintenance
A System update A Verified & automated update

A Quick release

A Modularity for multiple projects
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A Architecture & board support

AseleCt appropriateh)ase SyStem A Customizability, Scalability
ALinux distribution A Standalone SDK |
| | _ A Ready-to-use image generation
AProvidetools for integrating A Stability

the base system into products

ABuild system, etc.
A License clearing

A Long-term support
A Verified & automated update

A Quick release

A Modularity for multiple projects
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CIP is the Solution il

 Reliability
» Functional Safety
» Realtime capabilities

Industrial

grade

 Product lifecycles of decades

Sustainability  Backwards compatibility
« Standards

CIVIL
INFRASTRUCTURE
— PLATFORM ——

» Security & vunerability managment
* Firmware updates
* Minimize risk of regressions

‘ CIVIL
INFRASTRUCTURE Embedded Linux Conference Europe 2019 6
M —PLATFORM —
-




CIP iIs the Solution

company-specific middleware and applications

additional
| packages

- (hundreds)

CIVIL ‘ ‘

~ PLATFORM tens)
CIP kernel
(10+ years maintenance, based on LTS kernels)
Establi shes an o00Open Sourc
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CIP Core

AOne of the CIP projects focusing on user land software and tools

AGoals
ADef i ne a Cdrepackagds f m4d iCnfdPlarigterend
AProvidea reference implementatiomcluding CI P Cor e pack
ATest the i mpI ementation”on the “Cl

4
Security Software (*): Workgroup
SLTS kern Testlng CIP Core WG

Industrial grade
"H Sustainability
"H Security

CIP Projects and its scopes
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CIP Core: Position in CIP Projects

[& & & & CIP members Software update WG

Discussion & Decidé RequestPackages & Configurations

CIPCore

CIP Core

Reference Implementation
CIP Core

Build & Integrate Packages
Testing Build Tool

(&)
2
RealTi
SLTS kernel‘.“ ealTime

CIP Refevfen{ce Hardware

Security
WG

Tested on targets
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CIP Corelmplementation i

. Binary Source
O Q'

A Add packages, send patches, .
AFunding taDebianLTS

ADebianbased implementation
AMature, highquality, mainstreandistro.
AMany new & old architecture supports
ASuitablefor small and bignstallations
ASecurity updates

AProfiles

Use

Build tools

[ Isar } Metadata
[ meta—debian}

N\ J

Contribution

_ Generic profile | Tiny profile

: i O i Genericprofile
Allaterziel Binary packages Source package - o a Tiny profile
Tool Isar Deby CIP Care Project % CIP Core
Implement ¢ L

INFRASTRUCTURE
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Deby(meta-debian)

AYoctoProject extension for usingebiansourcepackages
A Source codeDebian
A Build systemYoctoProject

AGoals
A Achieve stability and lontgerm support with theYoctoadvantages

AFeatures Yoctobased flexibility & extensibility
A High customizability by owrecipes
A Small footprint (Around 2MB)
A Various target CPUs amwghings
A Adaptation to BSP layers provided by board vendors

ARepositories
A Upstream:https://github.com/meta-debian/metadebian
A CIP Corenttps://gitlab.com/cip-project/cip-core/deby
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https://github.com/meta-debian/meta-debian
https://gitlab.com/cip-project/cip-core/deby

Deby. How It works il

Upstream
sources

meta-bspX meta-bspY
poky meta pkgA.bb .conf bbclass bitbake
¥ . 4 ¥
kernel rootfs kernel rootfs kernel rootfs
SDK U-Boot SDK U-Boot SDK
QEMU Board X Board Y
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|sar

AlntegrationSystem forAutomated Root filesystem generation
https://github.com/ilbers/isar

AGoals
ABuild systems in a Debian way
A Developercentric workflow: Onecommand building

AMake customizations easy and repeatable
A Efficient building

AThe best of both worlds
ADebian: Tested binary packages, tools, security updafii st
AOpenEmbedded Yocta bitbake, recipes, layers

AReuseYoctoknowledge of developers
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https://github.com/ilbers/isar

Image Generation Sequence Har

1. debootstrapDebian for target,

also for host if crosbuilding " debootstrap
2. Createbuildchroots(target and host) , v
3. Build custom Debian packages k buildchroot
A pre-debianizedpackages /\ .
A ad-hocdebianizedpackages (customizationssouo ot ,  k e[ package A ] package B |
4. Assemblaootfs | v |
A debootstrapoutput package C
A external packages ) ’
A se!f—bunt packages | target rootfs
5. Run images (typicallyic) ‘ ¥
A Filesystem image generation ( .
boot imaging

A Partitioning
A Bootloader installation and configuration
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Example: Building Images f@deagleBonddlack

AGeneric profilel6ai)

$ git clonehttps:// gitlab.com/cipproject/cip-core/isarcip-core && cdisarcip-core
$ wget https://raw.githubusercontent.com/siemens/kas/master/kakocker

$ chmoda-+xkasdocker

$ ./ kasdocker--isarbuild kas.yml:boardbbb.yml

$ dd if=/path/to/ cip-core-imagecip-core-busterbbb.wic.imgof=/devmmcblkO...

ATiny profile Deby)

$ git clonehttps://gitlab.com/cip-project/cip-core/deby&& cddeby
$ ./scripts/setupkasdocker.sh
$ ./kasdockerbuild kasbbb.yml
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https://gitlab.com/cip-project/cip-core/deby
https://gitlab.com/cip-project/cip-core/isar-cip-core
https://raw.githubusercontent.com/siemens/kas/master/kas-docker

Preferred Use Cases

_ |sar(Generic Profile) Deby(Tiny Profile)

Available Packages

Footprint
Compatibility
Requiredskill set

Buildtime (minimal image)
Customization needs
Fitted systems (Examples)

= Debian App. 50 (¥YoctoExtension)
> 100MB 2MB- 100MB
Debian(Binarypackages) YoctoProject (Recipgs
Debian(Packaging) YoctoProject

bitbake

Around 10min Around 1h
Selectedprackages Upto toolchainsettings

loT gateways, edge devices, SmallloTdevices
industrial controllers
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CIP CoreTesting Architecture

Pull update
GltLab(Clp-proJeCt/cw

Build Request
Build ServerGitLabRunners on AWS

meta—deblan PuII updates

Test Request

LAVA Master

Artifact Storage e ————

(AWS S3) Built Artifacts Job schedui

LAVA Worker LAVA Worker LAVA Worker

t Control g & >
- CIP Reference Hardware

[ Kernel, Boot loaderootfs
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Building Products on Top of CIP Core il

vy
ACustomize base layer Bl B
ABitBakeayering
AAppend changes to lower layers easily
AReuse company / product common elements
AAvailable in both CIP Core profiles e
ACurrent approaches in CIP members

ABuilding productsising thispattern
on upstream projectsigar Deby)

A Quickerintegration of CIP resuligesired (Exampl elsadf) usi
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Future Plans for CIP Core Implementation

AEnable direct use in product development
ARegular releases of tested layer with dependencies
AMirroring of source & binargependencies

AProvide image corresponding to CIP package list

Alntegrate and test results of other CIP workgroups
ARobust system update (Software update WG)
AFunctions to meet cybersecurity standard requirements (Security WG)
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Summary

ACIPprovides longerm maintained Open Source base layemsistingof
kernel and essential packages

ACIPCore defines package set and ensures integration

ATwoimplementation flavors available
ADebyfor smaller,YoctdOEcompatible projects
Aisar-cip-corefor medium to largerDebiarcompatible projects

AMore productready features to come, from software updatedecurity
hardening
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Questions

c
3

-
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