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Good customer support till now – feature additions SPI/QSPI, support new boards, d-caches and bug fixes 

~75% of u-boot-xlnx code is in ML, rest will push soon. 
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Zynq U-Boot 
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SPI Custodianship 



Verified – Secure – Trusted boot 

Verify the loaded software to ensure that it is authorized during boot. 

Benefits: 

– Prevent from malware 

– Provide authorized read access 

– Machine safe – runs only signed software 

– Possible to filed-upgrade the software 
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Verified Boot 
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Current u-boot state (Simon’s support) 



Enable FIT 

- CONFIG_FIT - enable support for the FIT uImage format 

Enable FDT 

- CONFIG_OF_CONTROL  

- CONFIG_OF_SEPARATE  

Enable verified boot 

– CONFIG_FIT_SIGNATURE - enables signature verification of FIT images 

– CONFIG_RSA - enables the RSA algorithm used for FIT image verification 
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U-boot needs 



Build FDT u-boot 

Build rsa_signed image 

Build FDT u-boot with public key 

Run rsa_signed image 
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Demo run… 



Setup the toolchain: 

  http://www.wiki.xilinx.com/Zynq+Base+TRD+14.5#x-5 Building the U-boot Boot Loader 

 

Clone u-boot-spi.git 

  $ git clone git://git.denx.de/u-boot-spi.git 

  $ cd u-boot-spi 

  $ git checkout –b master-xlnx origin/master-xlnx 

 

U-boot build 

  $ make zynq_zed_config 

  $ make DEVICE_TREE=zynq-zed -j4 
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Build FDT u-boot 
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RSA key generation: 

  - Create RSA key pair 

  $ openssl genrsa -F4 -out mykeys/dev.key 2048 

  - Create a certificate contains public key 

  $ openssl req -batch -new -x509 -key mykeys/dev.key -out mykeys/dev.crt 

 

Create dtb for existing u-boot dts 

  $ dtc -p 0x1000 board/xilinx/dts/zynq-zed.dts -O dtb -o zynq-zed.dtb 

  $ cp zynq-zed.dtb zynq-zed-pubkey.dtb 

 

Sign the images with mykeys 

  $ DTC_OPS="-I dts -O dtb -p 2000" 

  $ mkimage –D “${DTC_OPS}” –f rsa.its –K zynq-zed-pubkey.dtb –k mykeys –r rsa_signed.img 
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Build rsa_signed 



For building FDT u-boot with public key- externally 

  $ make DEV_TREE_BIN=./zynq-zed-pubkey.dtb 

 

  u-boot-dtb.bin -> Is final FDT u-boot image with public key on it, hence the pubkey  

  will used in verification process.  
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Build FDT u-boot with public key 
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Possible TODO’s @ doc/uImage.FIT/signature.txt 

Signed_image creations support for bootable 

images (SPL) or FIT support in SPL ??? 
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TODO 



Zynq u-boot-xlnx.git repo 

https://github.com/Xilinx/u-boot-xlnx 

For verified boot: doc/uImage.FIT/verified-boot.txt 

For signature: doc/uImage.FIT/signature.txt 

Sample sign its: doc/uImage.FIT/sign-configs.its 

Code for this demo run 

http://git.denx.de/?p=u-boot/u-boot-spi.git;a=shortlog;h=refs/heads/master-xlnx 

Possible TODO’s on doc/uImage.FIT/signature.txt 

Any questions - mail to sjg@chromium.org CC u-boot@lists.denx.de, jagannadh.teki@gmail.com 
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